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Legislation 

• Personal Health Information Act (PHIA) 

• Access to Information and Protection of Privacy 

Act, 2015 (ATIPPA) 

• PIPEDA (federal – private sector) 

• Privacy Act (federal – public sector) 

 

The NL Office of the Information & Privacy 

Commissioner (OIPC) oversees compliance with 

PHIA and ATIPPA. 
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Common Features 

• What is personal information? It’s more than a 

name. The definitions are quite broad – any 

information about an identifiable individual 

(recorded/not recorded); could be a fingerprint; an 

MCP number; driver’s license number; etc. 

• Privacy laws typically include a provision which 

requires the entity with control or custody of 

personal information to have reasonable security 

safeguards. 
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Reasonable Security 

• Assuming you’ve collected the personal information 

in accordance with the law (a big if) 

• You can’t contract out of accountability 

• You can’t contract out of a statute, ie ATIPPA & 

PHIA 

• If you do business with any 3rd party which involves 

them handling, accessing, storing, using (etc) 

personal information of your organization, you 

remain responsible and accountable for that 

information in the privacy law context. 

 

 

 

  

 



Reasonable Security (ATIPPA) 

 64(1) The head of a public body shall take steps that 

are reasonable in the circumstances to ensure that 

(a) personal information in its custody or control is 

protected against theft, loss and unauthorized 

collection, access, use or disclosure; 

(b) records containing personal information […] are 

protected against unauthorized copying or 

modification; and 

(c) records containing personal information […] are 

retained, transferred and disposed of in a secure 

manner. 

 

 



Reasonable Security (ATIPPA) 

• ATIPPA has many other provisions about retention 

& destruction; threshold for breach notification and 

reporting to the Commissioner; collection use & 

disclosure; etc. 

• It is essential that decision makers turn their minds 

to the provisions of the ATIPPA when reviewing 

and considering cloud services or any 3rd party 

contracts which involve personal information. 
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Reasonable Security (PHIA) 

• Sections 13, 14, 15, 22 (& others) of PHIA set out 

many requirements. Section 15(1) is virtually identical 

to section 64 of ATIPPA.  

• PHIA has a number of additional requirements: 

• written policies and procedures to protect personal 

health information; 

• oaths of confidentiality for employees, contractors, etc; 

• formal written agreement with information managers. 

• staff training on Act & policies / procedures. 



OIPC Oversight & You 

ATIPPA:  

• complaint; “own motion”; comment; audit; PIA 

review (could also be part of audit) 

• Result? Published report; Recommendation / 

declaration / file an order 

PHIA: 

• Complaint; comment 

• Result? Published report 

Civil or other legal risks? Ask Alex. 
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Making Judgment Calls 

How do you know if using a cloud service might place 

you in jeopardy of non-compliance w/ privacy law? 

• Review the proposed initiative before proceeding – a 

Privacy Impact Assessment is recommended. 

• Consider your level of organizational 

compliance/organizational culture re: applicable 

privacy laws. 

• Consider that privacy is a protected Charter right – a 

right which can be impacted only under certain 

circumstances (Oakes test – necessity, proportionality, 

effectiveness, minimal intrusiveness). 
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Making Judgment Calls 

• Reasonable security is fact-specific, different 

depending on sensitivity of personal 

information and all of the particulars of the 

cloud service.  

• Get expert advice (in house and/or outside) 

about contractual language – many questions, 

such as where servers are located; what laws the 

3rd party might be subject to; what happens in 

the event of sale/bankruptcy of 3rd party; 

independent security audit; secondary use of 

data, etc, etc. 
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Making Judgment Calls 

• Review case law, reports, guidance 

• Ex. Saskatchewan OIPC Report 2013-001;  

• ISO Standards; 

• Guidance documents & best practices from some 

of the larger provincial jurisdictions as well as the 

federal Privacy Commissioner. 

• Sometimes you may be in a position to require 

certain contractual terms which support privacy 

law compliance; in other cases you may have to 

walk away from something that may have benefits. 
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Putting It All Together 

• The law typically establishes broad principles 

(“reasonable security”); sometimes somewhat 

explicit/prescriptive, ie PHIA, but generally high level. 

Horizon of 5 to 25 years – will always lag behind tech. 

• Guidance documents, Commissioner’s decisions, case 

law can be more explicit but still not specific enough to 

use on their own. 

• In house or outside expertise/legal advice is a necessity 

to drill down into the detail & to apply law, guidance, 

experience and principle to each situation in light of 

most current technology, most current guidance. 
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Questions 


