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Public Bodies Are In a Unique 

Position 

 

• PBs have the power to compel citizens to give 

you their personal information in ways that 

private business cannot.  

• Individuals often do not have choice but to 

share their personal information with you. 

• PBs therefore have a legal and moral obligation 

to protect and responsibly handle their personal 

information. 
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What is Required under 

ATIPPA, 2015 

64.(1) The head of a public body shall take steps that are 

reasonable in the circumstances to ensure that  

 (a) personal information in its custody or control is 

 protected against theft, loss and unauthorized 

 collection, access, use or disclosure;  

 (b) records containing personal information in its 

 custody or control are protected against 

 unauthorized copying or modification; and  

 (c) records containing personal information in its 

 custody or control are retained, transferred and 

 disposed of in a secure manner.  
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Privacy Policies  

 

• What they should cover/How to draft them. 

 

• Having the policies is no enough - How to 

communicate them to staff. 

 

• How to verify that that they are being applied. 

 



What policies should cover 

1. The legislative or program Authority for 

collection, use and disclosure of personal 

information 

2. Consent and notification – explain the how, 

why, when of collection, use and disclosure (to 

whom, when and why required).  

3. Accuracy of personal information (including 

tips on how to ensure accuracy) 

4. Individual Access to and Correction of personal 

information (in accordance with Act) – also 

when routine disclosure allowed. 
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What policies should cover 

5. Retention and disposal – clarify if there are 

different retention for different types of 

personal info (and noting if decision based on 

it – one year minimum). 

6. Responsible use of, including access controls 

and Security – physical, technical and 

administrative. 

7. Complaints handling procedures – who they 

should speak to and/or notify of a complaint 

and what may be expected of them. 
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1. Authority for collection, use and 

disclosure of personal information 

 • Guidance for citizens on personal information 

the public body is authorized to collect, under 

what authority, for what purposes, as well as 

what use and disclosure of personal information 

is authorized under the Act.  

• This policy should also address when and how 

the public body may collect personal 

information indirectly, i.e., other than from the 

individual whose information is collected. 

• Procedure should be detailed and specific to aid 

employees. 7 



2. Requirements for Consent 

and Notification 

 • In certain circumstances, the Act requires public 

bodies to obtain the consent of individuals 

before collecting their personal information. In 

other circumstances, individuals must be 

notified of the purpose and legal authority for 

the collection. 

 

• Proper notice of why you are collecting the 

information is akin to informed consent 

(ensuring they understand why you need it and 

what you plan to do with it). 8 



3. Accuracy of Personal 

Information 

 
• If a public body has personal information that it 

will use to make a decision directly affecting an 

individual, it must make reasonable efforts to 

ensure it is accurate and complete. This is 

required under the Act. (s.63) 

• Accordingly, public bodies need to have in place 

policies and procedures for ensuring that 

personal information they use to make 

decisions is not out of date, or otherwise 

inaccurate, or incomplete. 
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4. Access to and correction of 

personal information 

 • Individuals have a right to request access to, 

and correction of, their own personal 

information.  

• You can help citizens exercise this right by 

knowing what processes to follow. The best 

approach is to have policy direction about how 

access will be provided, and how correction 

requests should be handled.  

• This promotes consistency, quality and 

timeliness in decision-making. 
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5. Retention and disposal of 

personal information 

• There is no retention limit specified in the Act, 

but in order to minimize unauthorized collection, 

use and disclosure of personal information, a 

public body should not retain personal 

information that is no longer required for 

operational, legal or archival reasons.  

• Policy guidance for employees is an important 

part of ensuring that retention schedules are 

adhered to. 
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6. Responsible use of 

information & technology 

• Informing employees of what is required of 

them in order to protect personal information. 

• In addition to role-based access as a security 

control to limit who has access to what 

information, policies must be in place to 

reinforce and explain* the need-to-know 

principle, ensuring that wherever practicable, 

employees have access only to the minimum 

amount of personal information they require to 

perform their employment duties.  

*explaining why aids in buy in from employees 12 



OIPC Case 

Regarding restricting access, we at the OIPC 

recently stated in P-2015-002 -  

The role-based access model currently in place at 

the RNC should immediately be reviewed and 

roles should be defined as specifically and 

granularly as practicable. The amount of personal 

information available to each employee should 

also be reviewed so that each role only has 

access to the minimum amount of personal 

information necessary to perform their functions. 

 13 



7. Privacy Complaint Handling 

 

• Individuals have the right to challenge a public 

body’s compliance with applicable privacy 

legislation. Public bodies therefore should have 

processes in place for staff to follow in the 

event that individuals wish to complain about 

the public body’s personal information handling 

practices. 
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But Having the Policies  

is Not Enough 

• A public body may have sound privacy controls 

in place, but if employees are not aware of 

them, the controls are of no real use. 

None of the mechanisms currently employed by the 

RNC in respect of the protection of personal 

information have been fully absorbed, implemented 

and understood by RNC staff. Therefore, the RNC 

must now go further in developing and employing 

these protections so that they are as strong as 

possible and, additionally, so that employees fully 

appreciate the application and implications of same. 

(P-2015-002) 
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Recent OIPC Privacy Report 

• The RNC has reported several breaches of 

privacy – one committed by an officer, the 

others by civilians. 

• The improper accesses were for various reasons 

and there were admissions of guilt (the 

breaching party admitted they looked a t 

records without valid purpose. 

• The report expressed a concern that multiple 

breaches, so close together, suggested a 

common misunderstanding about the meaning 

of privacy and the implications of the Act .  16 



Recent OIPC Privacy Report 

• The RNC provided the Oaths of Office and of 

Secrecy and the Routine Orders which reminded 

staff of their obligations to restrict access to 

official duties and to not disclose information 

without due authority. 

• They also provided their policy manual, a 

manual that all employees were obligated to 

familiarize themselves with, which contained 

further information about the appropriate use of 

information and their access to it. 
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Recent OIPC Privacy Report 

There is a prevailing attitude at the RNC that 

accessing, disclosing, using or destroying 

personal information outside of employment 

duties is acceptable so long as the act is in 

respect of a friend or family member, with or 

without their consent. The unspoken belief is that 

it is not a breach of the individual’s privacy as 

there is no harm intended; in fact, in most cases 

the employee is of the opinion that they are 

assisting the individual.  
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Recent OIPC Privacy Report 

This prevailing attitude represents the thin edge of the 

wedge. Tolerating this behavior, suggests to 

employees that the RNC’s access to information and 

protection of privacy policies and procedures are 

flexible and there will be no worry or hesitation based 

on repercussions. It is clear that additional training is 

required to lead a culture change toward a better 

understanding of what is meant by privacy, the 

obligations and responsibilities of the ATIPPA, 2015 

and the need to protect personal information from 

unauthorized access, no matter the intention of the 

accessing individual.  
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The Importance of Training 

• Training is very important. There are many 

examples of situations where a lack of 

awareness meant privacy issues were not 

identified, resulting in privacy breaches such as 

misdirected faxes, email or insecure records 

disposal. 

• Employees must be actively engaged in privacy 

protection. Employees will be able to better 

protect privacy when they are able to recognize 

privacy issues as they arise. 
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Training – Mandatory and 

Current 

• Privacy training should be mandatory for all 

employees, and should be tailored to their 

specific duties. Training should be ongoing, 

regular and sufficiently detailed and informative 

as to equip employees with the knowledge (and 

awareness) necessary to meet the public body’s 

privacy obligations. 

• The content of the training program should be 

periodically revisited and updated to reflect 

changes within the public body, the case law, 

Act or best practices. 
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Training 

P-2015-002: 

All staff should complete privacy training each 

year that includes a comprehensive privacy 

tutorial with specific modules on privacy issues 

related to electronic information systems and the 

other topics I have outlined above. Completion of 

this training should be tracked in each employee’s 

personnel file and linked to an annual renewal of 

user privileges. 
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Training 

• There are many ways in which a public body can 

deliver training.  

 

• Examples include mandatory training modules 

on a public body intranet, small-group sessions, 

and regular reminders of policies or quick 

privacy tips communicated at staff meetings or 

by monthly email. 
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Self-Auditing 

• Is training occurring, is it effective, are policies 

and procedures being followed? 

• The system should ensure that random audits 

are run such that each employee is captured at 

least once annually. Employees should also be 

notified after an audit is performed on their 

usage and advised of the results.(P-2015-002) 

• Physical Security can also be self audited by 

checking are computers locked, personal info 

left on fax or copier, desks clear/door locked at 

the end of the day. 24 



Knowing what you have, why 

and how you use it 

• A public body needs to know what personal 

information it has, how it is using it and to whom 

and under what authority they are disclosing it.  

• An inventory of the personal information, while not 

yet required, would go a long way to ensuring your 

adequately protecting that information. 

• Having a list of all the types of records in the 

custody or under the control of the public body is 

indispensable for compliance with transparency 

requirements and to locating information when it is 

requested. 
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Publication Scheme 

• Publication Scheme template has been presented 

to Government for implementation. Once 

implemented, Section 111(4) will require (for 

personal information banks) the who, what, why, 

and how:  

• its name and location,  

• description of the kind of personal information and the categories 

of individuals whose personal information is included,   

• the authority and purposes for collecting the personal information,  

• the purposes for which the personal information is used or 

disclosed; and  

• the categories of persons who use the personal information or to 

whom it is disclosed.  
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Conclusion  

• In the event of a privacy or security breach, 

public bodies will want to be able to point to the 

safeguards they have in place to try to prevent 

such breaches and how they will be assessed 

and revised once a breach has occurred.  

• This will help to allay not only the public’s 

concerns but will also answer questions in the 

event of a complaint, audit or other 

investigation. 
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Questions 


