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Commissioner’'s Message

2018-2019 was an important and productive year for the Office of the Information and Privacy
Commissioner for Newfoundland and Labrador. | was fortunate and honoured to be appointed
as the new Information and Privacy Commissioner on August 5, 2019. Donovan Molloy, Q.C.
was Commissioner during almost the entirety of the reporting period, with Victoria Woodworth-
Lynas appointed in an acting capacity with just days left in the fiscal year. While | take full
accountability for the work reported on within this document, | write this message reflecting
upon the work that was done prior to my appointment and looking forward to the future of the
Office and the access and privacy landscape provincially, nationally and internationally in the
months and years to come. With respect to the access to information aspects of our work,
fiscal year 2018-2019 represents a stabilization after a period of change, adaptation and
learning. On the other hand, and particularly with respect to privacy and health information,
the year saw important developments that foreshadowed the next wave of change that is

already affecting the access and privacy landscape.

2018-2019: Normalization of Access; Increasing Awareness of Privacy

Fiscal year 2018-2019 was the third full year for the Office of Information and Privacy

Commissioner under the landmark Access to Information and Protection of Privacy Act, 2015

(ATIPPA, 2015). This year saw a high volume of work for the Office and for access and privacy
officials across Newfoundland and Labrador’s public bodies, but also a normalization of this
work. According to data provided by the Department of Justice and Public Safety, the total

number of access requests rose only minimally, by less than 4 percent, between 2017-2018
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and 2018-2019. This can be compared to a surge in access requests of 170 percent from
2014-2015 to 2016-2017, which is the time period from the last full year before the current
Act came into force and the first full year of it being in force. These numbers suggest that we
are now firmly within a new steady state of operations - citizens have discovered the access
rights that they have under ATIPPA, 2015 and are using them. It also suggests, however, that
the initial surge did not merely reflect curiosity about these statutory rights; ATIPPA, 2015 has
become part of the landscape of this province. Another data trend, giving further support to
the notion of normalization, is that the number of complaints being received by this Office is
actually declining. In the past year, the number of access complaints has declined by 30
percent, contributing to a two-year decline of 64 percent. This suggests that public bodies
have continued to improve their compliance with the access to information provisions of the
Act to the satisfaction of applicants. This is testament to the efforts of the public bodies
themselves, as well as the training and outreach efforts of both this Office and the Department
of Justice and Public Safety’s ATIPP Office.
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While the number of access requests appears to have stabilized and the number of
complaints is on the decline, this Report suggests that there is still work to be done. There is
little question that many public bodies continue to struggle with the volume of requests and
the resources that they have dedicated to deal with them. Anecdotally, we also understand
that there is a high level of turnover among ATIPP Coordinators. This may contribute to issues
highlighted in the body of this Report. The number of disregard and time extension

applications from public bodies has continued to rise.
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Notably, we partially or fully approved 79 percent of disregard requests and 92 percent of
time extension requests. Also, and positively, there was only 1 complaint regarding “deemed
refusals” wherein the public body did not reply to the access application. However, my
predecessor released four separate reports relating to non-compliance with statutory
timelines by public bodies. Public bodies must make sure that they have adequate resources,

policies and procedures in place to respond to the statutory requirements of ATIPPA, 2015.
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As it relates to matters of access to information, the story that arises from this year’s Report
is one of normalization, however a different story emerges as it relates to privacy. 2018-2019
can be marked as a year in which privacy awareness increased but perhaps not at the rate at
which privacy concerns accelerated. On a positive note, we were pleased to be consulted at
an early stage in the development of the Intimate Images Protection Act and, as described
below, were pleased that government incorporated our suggestions. We also developed and

issued Privacy Management Program (PMP) Guidelines and organized training, to the
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considerable interest of a number of public bodies. Much of the education and training that
was offered in 2018-2019, including a significant part of the agenda for the Access, Privacy,
Security and Information Management (APSIM) Conference, was focused on privacy. There is
little doubt that privacy awareness continues to increase in our society. Perhaps because of
increased awareness, the number of privacy breach notifications to our Office (under ATIPPA,

2015 and the Personal Health Information Act (PHIA) combined) climbed somewhat in the

past year, increasing by 17 percent. While breach notifications climbed, the total number of

complaints that were made, under both statutes, was stable year-to-year.
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Collection and Use of Personal Information by Public Bodies

However, we have concerns that while privacy awareness may be increasing, the accelerating
pace of technological change and the increasing ability and desire of private companies and
public bodies alike to collect and analyze personal information is fundamentally changing our
society. Multinational companies, such as Google, Facebook and Amazon, and an increasing
number of smaller companies, have discovered the ease of collecting information about
digitally connected individuals and the immense value that such data has in informing
analytics to predict our behavior. These companies, which are known primarily by the services
they provide to individuals (online search, social media platform, and online retail, respectively
for these three examples) are now primarily data companies if you consider what has now
become their primary business models: they collect data and sell it, and/or analytical products
derived from it, to third parties. What is more, increasingly these and other companies have
discovered that it is possible to do more than just use this data to predict behavior, but also
to shape it, by using these platforms to carefully curate the information that is provided back

to individuals, nudging us towards certain types of behaviour. The extent to which now our
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lives are so digitally connected means that companies can collect much more data than ever
before, more powerfully analyze it, and more continuously provide us with feedback to shape
our behavior. The insidious, pervasive and exponentially growing nature of this phenomenon
is transforming our society faster than any comparable phenomenon since the Industrial

Revolution.

While of general interest to privacy professionals such as those who work in this Office, the
regulation of private sector companies as it relates to privacy is outside of the jurisdiction of
the Information and Privacy Commissioner for Newfoundland and Labrador and rests with
Canada’s Privacy Commissioner under the federal Privacy Act and the Personal Information
Protection and Electronic Documents Act. However, increasingly public bodies are also
operating in similar ways as the private companies noted above. They are discovering, first,
that emerging digital technologies provide ways for them to provide goods and services in
more efficient and effective ways. Consider a very simple example: online driver licence
renewal is less labour and capital intensive than requiring people to line up at specific physical
locations, have their photographs taken on film cameras, and having multiple paper records
created. The digital product created, including using modern facial recognition technology, is
more powerful for a variety of reasons, not least of which is law .
enforcement. Moreover, increasingly citizens expect this type of A/;IPPA, 2015 sets parameters
for the collection, use and

disclosure of personal
most of them (at least the ones with online access and computer information by public bodies

and includes the principle that

the use of it by a public body
government, and what it can do with it, is greater than the shall be limited to the

service to be provided online where it is more convenient for

literacy). The amount of personal information collected by the

minimum amount of

previous paper-based process but most citizens are either : :
information necessary to

willing to trade off this more privacy invasive approach for the accomplish the purpose for it
to be used; however, this can
be subject to quite broad
adequately assess whether such a tradeoff is in their interests. interpretation by those who

wish to advance new uses.

convenience or they don’'t have the time or resources to

Perhaps they may even feel swept up in the march of technology

and are therefore powerless to question it.

Looking to the year ahead, one service that may become available to residents of this

province, recently enabled by provincial changes to legislation and regulations, is the new
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ability for insurance companies to provide discounts to automobile insurance customers on
the basis of “usage based technology”, also known as “telematics”. Insurers would provide
their clients with technology that would track their driving behavior. The notion is that if this
data reveals that the consumer is a safe driver, then they can qualify for an ongoing discount
and therefore telematics will create incentives for people to drive more carefully. Providing
differential insurance rates on the basis of past behavior (driving records) demographics (age,
gender) or other positive behaviours (installing anti-theft technology or using winter tires) is
not novel, though there has been controversy from a human rights perspective on certain
elements. Telematics, however, is novel in that it raises the potential that a consumer would
qualify for a discount by providing ongoing data to be collected about their present behavior.
Certain metrics (average speed and braking distances) are obvious indicators of driver safety,
but these cannot be understood without also understanding where the individual is driving
(on the highway, in urban or rural areas) and when (during the day or at night). The implication
is that quite a lot of data will be collected about driver behaviour. The provision of discounts
to customers for initially agreeing to provide this data and then to reward drivers for
preferential behaviours can be understood as a form of positive discrimination and a tradeoff
for accepting an invasion of privacy. As authorized by provincial legislation and subject to
regulation through the Public Utilities Board, allowing this is a form of public policy and the
social value is the incentive for safer driving. However, we must also understand that the
logical corollary is that there will be negative discrimination against those who choose not to
surrender their personal information to avail of these discounts and may ultimately pay higher

prices than otherwise for their automobile insurance.

The authorization of the use of telematics
in this province is novel because a
monetary price is being put on residents’

personal information motivated by a social
purpose - safer driving.

We have become accustomed to these kind of tradeoffs in our relationships with private
companies over the past two decades of the Information Age, but are our public bodies also

going to take advantage of our apparent increasing comfort with trading our personal
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information in order to also shape our behaviour? The temptation to do so will certainly grow
as the provincial government and its agencies, boards and commissions collect more data
about us as it offers more services electronically, in large part through its Digital by Design
strategy. Moreover, as with the above-cited example, often these initiatives are undertaken
with significant private sector involvement, either through the public regulation of private
enterprise (as is with telematics) or through a public-private partnership. Governments around
the world have also been discussing ways to let the private sector have access to its data
stores for their commercial purposes, in the hopes that these commercial purposes will have
positive economic effects and potentially the goods and services that these companies will

provide will also be beneficial.

This Office is not opposed to these kind of initiatives, in principle. We cannot deny that services
are often provided more efficiently, conveniently and effectively online and that the data
generated be used in numerous socially beneficial ways. We would also not deny the potential
economic benefits of increased commercial activity in this area. However, we are increasingly
concerned that there has not been a sufficiently broad public conversation about the
collection, use and disclosure of our personal information by public bodies and, in particular,
the use of this data to persuade or nudge us toward certain behaviours. It is concern enough
if this data is used in direct relation to the public good or service for which it was collected,
such as to improve it. But if the data is used for purposes, even socially beneficial purposes,
beyond which it was originally collected, then great care must be taken. We are concerned
that, because Newfoundlanders and Labradorians, like all Canadians and indeed people
around the world, have become increasingly inured to these practices by modern commerce,
people too easily consent to the use of their information. Because public bodies operate with
the force of law behind them, our citizens often have little choice but to comply: a person
doesn’t have to get a drivers licence from Motor Vehicle Registration, so long as they don’t
want to drive. This monopoly of public service provision and power grounded in law requires
a greater standard of care from our public bodies when it comes to programs and services

that may be privacy invasive.

In the months to come, as this Office is consulted on various new bills, draft regulations,

policies and programs being developed by government departments and other public bodies,
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we will continue to encourage the social value of each initiative to be carefully balanced
against elements that may be privacy invasive. Moreover, we will encourage each department
or public body advancing such an initiative to engage the public on the privacy implications
but, more broadly, for the provincial government to take a leadership role with other interested
parties in the province, this Office among them, in stimulating a provincial discussion of this
subject, in its aggregate. It is very difficult if not impossible to put the genie back in the bottle,
so it is in everyone’s interest to engage the public in a genuine dialogue to consider the

present and future social impacts of new technologies before they are adopted.

A Changing Landscape for the Collection, Disclosure and Use of Personal Health Information

Continuing to reflect on 2018-2019 and looking forward to the year ahead, another broad
category of topics on which this Office has been consulted has been the treatment of personal
health information. The Statutory Review of PHIA that was launched by the Department of
Health and Community Services in 2016 continued through 2018-2019, and discussions,
including with this Office, are ongoing. This review is being undertaken in the context of the
provincial government’s e-Health transition, under which responsibility for information
management and technology is being shifted from the regional health authorities to the
Newfoundland and Labrador Centre for Health Information (NLCHI). The PHIA Review presents
an opportunity to address the roles and responsibilities that these public bodies, and others
such as Memorial University, have as custodians of personal health information. We also
believe that it is also an opportunity to bring PHIA in parallel with ATIPPA, 2015 with respect
to the oversight role of this Office, including such elements as a broader mandatory breach
reporting requirement; added audit and own-motion investigation provisions; and the hybrid

order-making/ombudsman role that is a unique and very beneficial aspect of ATIPPA, 2015.

Another topic related to health information that we expect will continue to arise in the coming
months relates to the increasing interest in genetic/genomic research. Newfoundland and
Labrador has a unique population, predominantly descended from a small number of people
(approximately 10,000) who came here at a specific point of time (late eighteenth and early
nineteenth centuries) from specific places (Southeastern Ireland and Southwestern England).

Our population is also notable for the significant number of diseases with a genetic basis. The
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consequence is that our genotypical information held alongside the information that our
health system has about our health status and outcomes, i.e. our phenotypical information,
makes this a very rich place for genetic and genomic research, both from an academic and a

commercial perspective.

The OIPC is not opposed in principle to this research being done for clinical, academic or even
indeed commercial purposes; however, genetic/genomic research is complex from an ethical
and privacy perspective for a number of reasons. With respect to ethics, because the science
in this area is still so new, current clinicians and researchers may foresee one or more uses
in the short or medium term, but often can only just imagine its long term potential. And the
potential is immensely powerful because it has the power to transform human beings at their
most fundamental level. Increasingly, when genetic/genomic information is being sought from
research subjects, often in the context of clinical care, they are being asked to consent to their
genomic data being used in the future for research projects not yet conceived, without follow
up. This “broad consent” model is controversial and research ethics boards and custodians
have struggled with its application. Privacy considerations related to genetic/genomic
information are also complex, primarily related to the approach that is often taken to using
personal health information for research - its de-identification. De-identification of personal
health information is often held to make it “safe” for research use - transforming it from
personal health information to simple “health information”; however, the increasing
availability of information about individuals combined with enhancements to computer

processing power have meant that barriers to re-identification are falling rapidly.

When it relates to the very complex, specific and unigue information
of an individual's genome, increasingly the academic literature
suggests that it cannot be de-identified (c.f., Dankar, Ptitsyn and
Dankar, Human Genomics, 2018 April 10).

Finally, there are fundamental questions of ownership and benefit related to genomic data.
For example, my genome is, no doubt, my personal health information, but unlike other forms
of information, my genome also reveals a considerable amount of information about my

parents, each of whom contributed 50 percent, and about my children, of whose genomes
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mine has contributed 50 percent. While with other forms of personal health information |
might be able to speak unambiguously about my ownership rights, | am less able to do so
about this particular type - in other words, there is an intergenerational aspect of the
ownership of genomic information. In the context of a founder population, this concept may
be applied to the society as a whole. Note that a consequence of our genetic architecture is
the high prevalence of congenital diseases, the treatment of which and collection of data
about is a highly expensive taxpayer-funded enterprise. Therefore, there is an argument that
the residents of the province, through the provincial government, should bear some form of
ownership stake in the phenotypical information. At the very least, the provincial government,
its regional health authorities, NLCHI and indeed all PHIA custodians should be quite

conservative in the custodial role that it takes towards this very valuable information.

The OIPC’s 2017-2018 Annual Report highlighted then-Commissioner Molloy’s concern that
“the significant income potential associated with genetic research and our government’s own
financial investment in this research may lead to decisions that fail to recognize legitimate
privacy concerns and other considerations”. In a positive move, NLCHI has proceeded to
announce and implement a “DatalLab”. NLCHI has conceived this to be an environment where
different types of parties, including clinicians, decision-makers, academic researchers and
even private businesses, not to mention individuals themselves, can access health

information for legitimate and approved purposes in a safe environment.

NLCHI states that the DatalLab is being constructed with privacy in

mind at the outset and throughout, allowing these parties to have
access without taking the record-level data into their custody.

The OIPC is cautiously optimistic that this approach, if undertaken correctly, can help provide
access to the powerful body of personal health information that we have here in this province
and facilitate research with positive outcomes, while meeting the highest standards for
privacy and ethics. We will continue to engage with NLCHI as they further develop their
DataLab. However, we remain concerned that work remains to be done by the provincial
government to ensure that the legislative framework for this work is appropriate: NLCHI's

legislated objects must be appropriate for the operation of the DatalLab; consideration should
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be given to providing a solid legal authority for the conclusion of benefits agreements related
to genomic/genetic information, and a decision is needed to determine which public body
should be responsible for concluding such agreements; provincial legislation to prevent
discrimination on the basis of genetic information should be considered, particularly in light
of the constitutional challenge that has been brought against the federal legislation on this
topic; and PHIA should be carefully examined to determine if special reference is required to

the special nature of genetic/genomic information.
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MANDATE

The Information and Privacy Commissioner of Newfoundland and Labrador is an independent

officer of the House of Assembly.

The Office of the Information and Privacy Commissioner (OIPC) is responsible for oversight of

the province’s two access and privacy laws.

Access to Information and Protection of Privacy Act, 2015

The Access to Information and Protection of Privacy Act, 2015 (ATIPPA, 2015) applies to more
than 400 public bodies, including government departments, agencies, boards, commissions,

crown corporations, public educational bodies, regional health authorities and municipalities.

ATIPPA, 2015 gives people the right to access records in the custody or under the control of
a public body, subject to specific and limited exceptions. The Act also gives people a right to
access their own personal information held by public bodies and to request corrections to
their personal information. ATIPPA, 2015 protects individuals’ privacy by setting out
requirements for public bodies around their collection, use, storage and disclosure of personal

information.

Personal Health Information Act

The Personal Health Information Act (PHIA) applies to thousands of custodians, including all
health care authorities in the province, all health care providers, health care professionals,
and other custodians of personal health information. PHIA applies to public and private

custodians.

PHIA allows custodians to exchange personal health information to provide care. It establishes
rules regarding how personal health information is to be handled by regulating how health
information may be collected, used and disclosed. PHIA protects individuals’ privacy as well
as giving individuals a right to access their own personal health information as well as request

corrections to their health information.
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Commissioner’s Powers and Duties

Under ATIPPA, 2015, the Commissioner has significant powers and duties, including:

investigating a decision, act or failure to act of a public body that relates to an access
request or a request to correct personal information;

investigating privacy complaints and initiating privacy investigations;

making recommendations to ensure compliance with the Act and Regulations;
informing the public about and facilitating public understanding of ATIPPA, 2015;
receiving comments from the public about the administration of ATIPPA, 2015;

commenting on the information and privacy implications of proposed legislation and
programs;

commenting on the implications of record linkages and information technology on the
protection of privacy;

informing the head of a public body about a failure to adequately assist an applicant;

making recommendations to public bodies or the minister responsible for ATIPPA,
2015 about the administration of the Act;

conducting audits and reporting findings of public bodies' performance of duties and
obligations under ATIPPA, 2015;

reviewing and commenting on Privacy Impact Assessments (PIAs), as required to be
completed by government departments developing new programs and services;

researching access and privacy developments and advancements in technology
related to access and privacy;

making Special Reports to the House of Assembly related to subjects within the scope
of function and duties of the OIPC; and

filing an order with the Court to compel compliance by public bodies with the
Commissioner's recommendations, as provided for under ATIPPA, 2015.

The Commissioner’s powers and duties under PHIA differ somewhat. The powers and duties

of the Commissioner under PHIA include:

reviewing a complaint regarding a custodian's refusal of a request for access to or
correction of personal health information;

reviewing a complaint regarding a custodian's contravention or potential contravention
of the Act or Regulations with respect to personal health information;

making recommendations to ensure compliance with PHIA;
informing the public about PHIA;

receiving comments from the public about matters concerning the confidentiality of
personal health information or access to that information;

commenting on the implications for access to or confidentiality of personal health
information of proposed legislative schemes or programs or practices of custodians;
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¢ commenting on the implications for the confidentiality of personal health information
of using or disclosing personal health information for record linkage, or using
information technology in the collection, storage, use or transfer of personal health
information; and

e consulting with any person with experience or expertise in any matter related to the
purposes of PHIA.

Summary of OIPC Activities
2016-2017 | 2017-2018 | 2018-2019
Access to Information and Protection of Privacy Act, 2015 (ATIPPA, 2015)

Access Complaints 315 160 112
Privacy Complaints 23 46 41
Time Extension Applications 151 173* 181
Applications to Disregards 41* 102* 94
Extraordinary Circumstances 24 14 6

Breach Notifications 183 201 240

Personal Health Information Act (PHIA)

Access Complaints 4 8 7
Privacy Complaints 9 9 16
Breach Notifications 38 17* 16

Advocacy and Compliance

Guidance Documents* * 11 14 8
Speaking Engagements/Presentations 11 32 38
Audit 1 1 1

Page 14

*Corrected numbers from 2017-2018 Annual Report.

**Includes originals and revisions.

www.oipc.nl.ca

Annual Report 2018-2019




ORGANIZATIONAL STRUCTURE

The Office has a staff complement of 13 permanent positions (77% female, 23% male). Following is

an organization chart for the OIPC.

Information and
Privacy Commissioner

[ Business Manager j

Access and Pr|vacy Analyst Access and Prlvacy Analyst
(Investigations) x 4 (Advocacy and Compliance) x 3 Administrative Administrative
Assistant Assistant

ADVOCACY AND COMPLIANCE DIVISION

Director of Research and Quality

Assurance Senior Access and Privacy Analyst (Investigations,

Advocacy and Compliance)

Audit

On December 6, 2018, this Office released an audit involving Newfoundland and Labrador
English School District’'s “Use of Video Surveillance in Schools and on School Buses". The
Audit Report outlines legislative requirements, presents findings from the audit and discusses
key observations and recommendations. This audit is available on our website at the following

link: http://www.oipc.nl.ca/reports/audit.

The OIPC recommends any public body or custodian using or contemplating using video
surveillance to review this audit to familiarize themselves with this Office’s expectations and

how the legislation applies to collection of personal information using video surveillance.
Work continues on a second audit launched in 2017-2018, this one involving electronic
access controls. While consultations regarding the audit started in the fall of 2017, the audit

scope was finalized in February 2018.

During 2018-2019, the Office planned and launched an audit examining the timeliness of

responses to access requests in one public body after noticing a number of deemed refusals.
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Privacy Impact Assessment Review

Section 72 of ATIPPA, 2015 requires privacy impact work, including a privacy impact
assessment (PIA) and/or a preliminary privacy impact assessment (PPIA), to be conducted
during the development of a program or service by a department or a branch of the executive
government of the province. If it is a common or integrated program or service, the privacy
impact work must be shared with the OIPC for review and comment. The OIPC is willing to

review and comment on any PPIA or PIA, even if the legislation does not require it.

While legislation does not require all public bodies and custodians to conduct a PIA, the OIPC
recommends that such assessments be conducted for all new and existing programs and
services to better ensure legislative compliance. The OIPC frequently asks for PIAs during
privacy investigations and in response to breach reports; when one is not available, it may be

recommended as part of the resolution process.

The OIPC welcomes consultations from public bodies and custodians and finds the process to
be beneficial for all parties. This is especially true when there is a single privacy resource
within an organization, as it is valuable to obtain a second opinion from another subject matter
expert. During 2018-2019, custodians and public bodies contacted the OIPC to consult on
the privacy impacts of various initiatives, including facial recognition and CCTV, a number of
different software systems, and devices equipped with smart technology. Some specific
examples include:

e Western regional health authority (WRHA) provided a draft of its PIA on the Provincial

Incident Employee Reporting Systems (PIERS) initiative. While this system will contain
information on incidents throughout the province, it will be housed at WRHA;

e the Human Resource Secretariat has been consulting with the OIPC on the
development of a PIA on the PeopleSoft system; the OIPC anticipates receiving a copy
of the PIA in 2019-2020; and

e in spring 2018, the OIPC wrote the Minister responsible for the Office of the Chief
Information Officer (OCIO) regarding the Digital by Design Initiative indicating that
initiative appeared to meet the criteria of a common or integrated program or service
as set out in section 72 of ATIPPA, 2015. The OIPC met with a representative in winter
2019 to hear the latest information on the initiative and have requested to be kept up-
to-date on plans and progress.
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This represents a very small portion of the privacy assessments conducted in the province, as
the ATIPP Office reports reviewing 55 privacy assessments during 2018-2019. As we have
seen so few, it is difficult to speak of trends, but some comments that are top of mind from
this past year include: a misconception over the target audience for a PIA (they are written for
the public body or custodian not for this Office), a PPIA that does not recommend a full PIA
must document the reasons a full PIA is not required, and, a PIA requires that the mitigation
activities listed are implemented by the public body or custodian and that privacy

documentation is kept up-to-date.

Privacy Management Programs

The OIPC issued Privacy Management Program (PMP) Guidelines in March 2018. During

2018-2019, the OIPC organized a training workshop to assist public bodies in the
development of their own PMPs. Many public bodies reached out to the OIPC with questions
regarding PMPs and we offered to meet one-on-one to discuss each PMP, as such programs
will be unique to each entity. During interactions with attendees at workshops and
consultation calls, the OIPC heard requests to ensure that heads of public bodies were made
aware of the importance of a PMP. In response, the Commissioner distributed letters to the

heads of most public bodies.

Work continues on the development of resources to assist public bodies and custodians
developing their own PMPs, with additional workshops and a gap analysis checklist in

development.

The OIPC’s review of its own privacy management program is ongoing. To date, we have
developed a training tracker to document staff training participation, a tool that has been
particularly valuable in tracking mandatory training. A Chief Privacy Officer has been identified
- the Commissioner - and support for the initiative has been communicated to staff. Work
continues on the Personal Information Inventory, with the largest outstanding component

being the human resource information of staff.
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Education and Training

The OIPC has remained actively engaged in education and training for public bodies and
custodians. We have continued to issue our quarterly ATIPPA, 2015 and PHIA newsletters,
Above Board and Safeguard, throughout 2018-2019 and post all Commissioner’s Reports to
the OIPC website.

The OIPC strives to ensure that members of the public are aware of their rights of access to
information and protection of privacy, and how those rights are protected and supported. This
fiscal year we developed a number of online tools aimed at assisting the public in interacting
with our Office and exercising their rights under ATIPPA, 2015. We also continue to use our

Twitter account to broaden public awareness of privacy and access to information issues.

We continue to promote our educational initiatives and training opportunities and have seen
uptake in our offers to deliver training and presentations along with an enduring positive

response from past initiatives resulting in many return and follow-up engagements.

PRESENTATIONS

Date Audience Topic
. Royal Newfoundland Constabulary .
April 6, 2018 Communications Staff Privacy Breaches
April 18, 2018 Churchill Square Dental PHIA Overview
. Royal Newfoundland Constabulary :
April 22,2018 Communications Staff Privacy Breaches
April 30, 2018 APSIM Workshop ADay in the Life of a
Coordinator
Privacy Breaches from an IM,
May 1, 2018 APSIM Conference Health and Security
Perspective
May 1, 2018 APSIM Conference Fe_:es and Costs Associated
with Requests
May 1, 2018 APSIM Conference Secondary Use of Data for
Research Purposes
May 1, 2018 APSIM Conference Privacy Tools
May 2, 2018 APSIM Conference Successful IM Programs
May 2, 2018 APSIM Conference PHIA Review
Royal Newfoundland Constabulary .
May 25, 2018 Communications Staff Privacy Breaches
May 28, 2018 Medical Practice Associates PHIA Privacy Provisions
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June 6, 2018

Professional Municipal
Administrators Spring Symposium

Roles of the Head of the
Public Body and Coordinator
and Conflict of Interests

June 11, 2018

City of St. John's

ATIPPA, 2015 Overview

June 12, 2018

City of St. John's

ATIPPA, 2015 Overview

June 18, 2018

Town of Paradise

ATIPPA, 2015 Overview

June 21, 2018

Small Jurisdictions Conference

Collaborations for Nimble
Regulators

June 22, 2018

Town of Paradise

ATIPPA, 2015 Overview

July 18, 2018

Chartered Professional
Accountants - Small Practice
Group

Privacy Overview

September 10, 2018

Student Support Services,
Newfoundland and Labrador
English School District

Privacy Breaches (Overview)

September 12, 2018

Federal/Provincial/Territorial
Commissioners’ Conference

September 18, 2018

Town of CBS Town Council

ATIPPA, 2015 Overview

September 19, 2018

Government Information
Management Community of
Practice

Privacy Management
Program

September 22, 2018

NL Association of Optometrists

PHIA Overview

September 24, 2018

Right to Know Week Public Panel

Strengthening the Right to
Know

October 9, 2018

Canadian Institute for Health
Information Privacy Symposium

Panel

October 19, 2018

Canadian Bar Association
Symposium

Personal Information in
Cannabis Transactions

October 24, 2018

City of St. John's

ATIPPA, 2015 Overview

October 29, 2018

OIPC Workshop

New tools on OIPC Website;
Anonymity of Applicants; Use
of Social Media for
Background Checks

October 31, 2018

NL Law Society (Bar Admissions)

Legislative Overview

November 19, 2018

Student Support Services,
Newfoundland and Labrador
English School District

PHIA Overview

November 23, 2018

City of St. John's

ATIPPA, 2015 Overview
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Canadian Access and Privacy Social Media Background

November 26, 2018 Association Checks

Department of Children, Seniors
November 30, 2018 | and Social Development - Adult ATIPPA, 2015 Overview
Protection

January 30, 2019 Central Health Management ATIPPA, 2015 Overview

NL Liquor Corporation,

February 5, 2019 ) ATIPPA, 2015 Overview
Managers/Directors

February 21, 2019 Licensed Cannabis Retailers ATIPPA, 2015 Overview

March 26, 2019 Town of Gander Fire Services ATIPPA, 2015 Overview

Guidance Documents

Our guidance documents are designed to provide public bodies, custodians and the general
public, where appropriate, with a comprehensive, yet straightforward analysis of issues and
topics that are of interest or concern. These tools assist public bodies as they make decisions,
and hopefully avoid complaints about either the process or the outcome. The guidance
documents also aid citizens in understanding their rights of access to information and

protection of their personal information.

This year we developed our ATIPP Coordinators Toolkit. This document is designed to be a
quick-reference guide to be used by coordinators throughout the process of responding to
access to information requests. Its intent is to assist coordinators in building their access to
information request skill-sets and proficiency. It was designed to increase efficiency while
ensuring coordinators are aware of, and meet the legislative obligations imposed upon their
respective public bodies. The document included a flowchart of access timelines; a discussion
of exceptions to disclosure; tips for requesting a time extension and applying for approval to
disregard an access request; and checklists for handling an access/correction or privacy
complaint with the OIPC.
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GUIDANCE DOCUMENTS

Title Date Issued

Business Interests of a Third Party (Section 39) (Revision) April 17, 2018
The Public Procurement Act and ATIPPA, 2015 April 19, 2018
Designating the Head of a Local Public Body August 29, 2018
ATIPP Coordinators' Toolkit September 24, 2018
PHIA Compliance Checklist for Custodians October 4, 2018
Responding to a Commissioner's Report October 31, 2018
Transitory Records November 13, 2018
Err;);t]ic;té?i%rljsrsonal Information in Cannabis Purchase November 15, 2018

Education and Awareness

Beyond those projects mentioned above, the OIPC has participated in a number of other

activities and events designed to provide education, awareness and insight relating to ATIPPA,

2015 and PHIA. These include the following;:

1.

2.

annual meeting/telephone conference with all regional health authorities;

staff attendance at a number of privacy and access to information conferences
including the International Access and Privacy Professionals (IAPP) Symposium, the
Reboot Privacy and Security Conference, and the University of Alberta’s Access and
Privacy Conference;

consultations with the Office of the Child and Youth Advocate;

attendance at the annual Federal/Provincial/Territorial Information and Privacy
Commissioners’ Conference;

regular meetings with the Office of the Chief Information Officer about issues of
mutual relevance;

meetings and teleconferences related to privacy issues associated with the
development of electronic health records, under the auspices of the Canada Health
Infoway Privacy Forum;

meetings and teleconferences with stakeholders and experts in relation to Open

Contracting;
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8. review of current access and privacy curricula offerings of private training institutions
and the College of the North Atlantic with a view to assisting in enhancing those
programs;

9. participated in and created activities for Right to Know Week 2018 and Data Privacy
Day 2019; and

10. organized and produced, with the assistance of internal staff and members of an
external Steering Committee, the 2018 Access, Privacy, Security and Information

Management Conference on April 30 - May 2, 2018.

2018 APSIM Conference: We are Connected - Control-Alt-Delete: Control Data, Use
Alternatives, and Delete Risks

The OIPC, along with key stakeholders, Memorial University, NLCHI, the Department of Justice
and Public Safety, the Office of the Chief Information Officer, the Department of Health and
Community Services, and the College of the North Atlantic, once again delivered an APSIM
conference bringing together professionals from all four communities at