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Dear Mr. Wells:

During the course of the presentation by this Office to the ATIPP.A Review Committee, the OIPC
was asked by Committee members to further consider or elaborate on certain points which were
discussed during the presentation. Furthermore, we have read and listened to the views presented by
others during the review process, and we also offer some views hete on topics they raised. We have
tried to avoid restating positions which ate already contained in our ptimary formal submission to
the Committee.

Personal Information in Biological Samples

One of the topics which we were asked to consider by Ms. Stoddart is the issue of privacy
protection for biological samples, such as human tissue, DNA, etc. The attached research paper
(Appendix 1) is the result of our inquiry and analysis into this issue. We see this as an emerging issue
in the privacy world, which will certainly need attention and approptiate legislative development.
Our findings lead us to believe that if there is a need for legislative recognition and privacy
protection for the personal information contained in biological samples, the most apptopriate place
to begin that consideration in a small jurisdiction such as this would be duting the first statutory
review of the Personal Health Information Act (PHLA), which is mandated to occur in 2016. We believe
that very few public bodies subject to the ATIPPA are currently engaged in the collection of human
biological samples, with the possible exception of law enforcement. Furthermote, given that very
few jurisdictions internationally have developed legislation aimed at this area, there are still too many
questions as to how best to approach this issue from a legislative standpoint. We commit to
revisiting this issue during the PHLA review in 2016, and to update our research in this area in order
to incorporate new developments.
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Timeliness of Responses by Public Bodies to Access Requests

Another issue which came to the fore in our presentation, as well as others, is the issue of timeliness
of responses by public bodies to access to information requests. Thete have been comments from
some presenters which may lead to the impression that access to information requests are routinely
taking longer than the maximum time allowed under the ATIPPA. The ATIPP Office of the Office
of Public Engagement has provided some clarification on this issue in its formal submission, which
contains statistics showing that compliance with legislative timelines has improved greatly in recent
months.

Our Office only deals with files where the applicant wishes to file a complaint ot ask us to teview a
public body decision. Our expetience is that since the ATIPP.A came into force in 2005, from time
to time a request for review has come into our Office which was what we refer to as a “deemed
refusal” - a request where the public body failed to respond within the legislated time frames, and
under section 11(2), the head of the public body is deemed to have refused access to the record.
Many of these have been resolved informally over the years through a quick phone call from this
Office to the public body. There have been a few mote egregious cases in terms of the length of
delay, resulting in a report from this Office, such as Report A-2011-010. Mote recently, in 2012 we
noticed an increase in the number of deemed refusal cases coming to our Office for review. This
became a serious enough concern that in January of 2013 2 news release was issued by this Office in
conjunction with a Report on one recent case, which brought the issue into the spotlight.

Subsequent to this news release, we held a meeting with the Minister and senior officials responsible
for the ATIPPA. Over the next number of months, the issue was essentially resolved. Although we
had by that time collected a backlog of over a dozen such cases, by February of 2014 we were able
to issue a follow-up news release to indicate that our concerns about tesponse times had been
appropriately addressed. No further requests for review or complaints about deemed tefusals have
come to this Office since then.

It may well be the case that the legislated time lines can be tightened in order to better setve the
public. It is quite possible that the first 30 day extension, which can be applied unilaterally by a
public body, may be being abused. We see no reason why all such extensions should not have to be
approved first by the Commissioner. That being said, we have not encountered a major problem
with public bodies not meeting the time frames as they are currently mandated by legislation. If
there is such an issue, applicants are not choosing to bring it to our attention.

Centralizing the Access to Information Process within Government

This topic was addressed by Mr. Wells primarily as a means of potentially making the access to
information process more efficient. It should be noted that one jurisdiction in Canada, British
Columbia, has been operating with a centralized access to information process for about three yeats.
“Information Access Operations (IAO)” is an entity within the Ministry of Technology, Innovation
and Citizen Services which is responsible for administering the Freedom of Information and Protection of
Privacy Act as well as tecords management and document disposal laws. A complete list of setvices
offered by Information Access Operations is available at

http:/ /www.gov.be.ca/citz/iao/iao_cote_services.pdf




It is our understanding that this initiative was undertaken primarily in response to concetns by the
BC OIPC about problems with public bodies meeting response timelines for access to information
requests. Our information indicates that while timelines have not improved, there may be a number
of factors influencing that number, including a hiring freeze at Information Access Operations. IAO
employs approximately 105 people.

Our understanding is that members of the public may send an access request to a public body, ot
directly to IAO. That entity wotks with the public body to ensute that recotds responsive to the
request are located and forwarded to IAO, where they are reviewed, with any necessary information
being severed, and any tecords to which the applicant is entitled ate forwarded from IAO. IAO is
not a decision-making body, however, as final decisions must always be confirmed by the public
body having control or custody of the records. Furthermore, we believe it must stand to reason that
significant back and forth communication between IAO and the public body may be required,
particulatly when it involves determining whether a harm threshold has been met, or when
considering the exercise of discretion for discretionary exceptions, given that subject matter
expertise along with a variety of other considerations would likely be the purview of the otiginating
public body.

Initially when this system was set up, it is our understanding that Access & Privacy Coordinatots
were moved from the vatious public bodies to JAO, and they brought with them the requisite
expertise in the subject matter often dealt with by those bodies, and furthermotre they brought with
them an understanding of which individuals and offices within the public bodies would likely have
knowledge of the existence or location of records. They also often had an intimate knowledge of the
information management systems in use by the public body they had recently departed.

After a period of a few years, however, these assets are no longer present to the same extent in the
staff of the IAO. Normal staff turnover and retirements would obviously have some effect over
time, but also new filing systems, new staff in the public bodies, reorganizations within public
bodies, redistribution of tesponsibilities among Ministries, etc are all having the result that IAO staff
do not have the same intimate knowledge of the function of each public body and understanding of
how to assist Ministerial staff in locating and identifying records. The result has been a recent move
to re-establish positions within the Ministries to cootdinate responses to the IAO regarding access
to information matters. Over time, the relationships which may have added value to this process are
simply degrading, and any initial efficiencies in the process are difficult to identify when weighed
against the time and effort involved in working through what is effectively an additional layer of
bureaucracy.

Unless it was set up as some sort of independent office, centralizing the process in this way would
not address any of the concerns which have been raised by some presenters that thete may be a
degree of political interference in the access to information process regarding requests from the
media or opposition. On the contrary, a centralized office such as this may evolve into a funnel to
the highest levels of government, which in our experience has sometimes been the soutce of delays
experienced by applicants.

It may take several years of additional experience in BC before it can be concluded whether the TAO
process has a negative, positive, ot neutral effect on timeliness and efficiency for access to
information applicants. One distinct advantage is that IAO is composed of a large group of
employees with specialized expertise in access to information. Its success ot failure may be largely



contingent on appropriate funding to allow for sufficient staffing levels, however that may be the
case for either model. We are not convinced that adopting a model such as that which is found in
BC 1s the most pressing need, nor will it necessarily solve more problems than it might create.

Our recommendation regarding the administration of ATIPP.A within the line departments of
government is to professionalize the position of ATIPP Cootdinator to the extent possible. We find
that our experience with ATIPP Cootdinators varies from department to department within
government. Some seem to function at a low level within the departmental hierarchy. They appear
to be delegated very little responsibility and are essentially catrying messages back and forth from
someone higher in the organization, and often cannot explain the rationale for positions adopted by
the department. On the other hand, we also deal with departmental access coordinators who are
knowledgeable and experienced, and who are clearly fully engaged with senior decision makers
within the department and can therefore speak to all aspects of a matter when it comes under teview
by our Office. There must be a way to ensure that ATIPP Coordinators ate given a greater role in
the process, and allowed to bring their knowledge and experience to bear in a leadetship role in the
ATIPP process. There are nationally and internationally recognized professional certifications
available to those who work in that area, and this is something which could be further investigated.
We believe this can be accomplished without revamping the entite ATIPP structure within
government.

Another recommendation we would like to make is that the ATIPP Office should be empoweted to
advise and provide training to not only core government departments and agencies, but also to
municipalities. We question whethet the Department of Municipal Affairs is the most approptiate
agency to provide ATIPPA compliance advice to municipalities, particularly when specialized
expertise already exists within the ATIPP Office of the Office of Public Engagement. We plan to
engage with the Office of Public Engagement and stakeholdets in the municipal sector in the eatly
fall to discuss how best to move forward and create a better understanding of the role and putpose
of ATIPPA within the municipal sector.

Posting of Completed Access Requests on the Office of Public Engagement Website

As part of the Open Government initiative, it has been the recent practice of government to post
completed access to information requests online following a 72 hour waiting petiod after
information has been sent to an applicant electronically, and 5 days after it has been sent by mail.
We have heatd informally from journalists since that practice was begun that it can be a deterrent to
investigative journalism when a journalist is the applicant.

From our understanding, the access to information request can be part of a larger investigative
process, and the response to the access request may be followed by further tesearch ot interviews,
and finally the process of writing the article and having it published or broadcast. The incentive to
pursue these projects can be undermined when other news outlets or bloggets can access the
records, into which the applicant’s news organization may have invested time, money and energy,
within 72 hours of the journalist receiving it. The result is that the journalist may not be the one to
“break” the story, and editors and publishers will not be as interested in pursuing similar projects in
the future. While the practice of publishing completed access to information requests is a good one
that we fully support, we are of the view that lengthening the period of time before publication
would actually encourage and support the purpose of the legislation, which, under section 3, is to



make public bodies more accountable. We therefore propose that the current waiting petiod be
doubled before publication by government of completed access to information requests.

Fees

Thete are two types of fees involved in the access to information process. Thete is a §5 application
fee, and there are also fees which may be charged for providing records to an applicant. In our
formal written submission to the Committee, we discussed the issue of fees with a view to ensuring
that our fee regime was the most affordable and least onerous in Canada. During our initial
ptesentation and in some of the presentations that followed, thete was some discussion about fees,
and as a result we have conducted some additional research on the subject (Appendix 2).

We now recommend the elimination of all fees for access to information. It is clear that the time and
effort involved in estimating, assessing, and processing fees by public bodies is mote of a burden
than a boon to them, while the time involved in administering the fee regime as well as the fees
themselves are a deterrent to Applicants. Any concerns that the elimination of fees may result in
public bodies becoming overburdened through limitless access to information requests can be
addressed through the application of section 43.1 to distegard such requests.

Ordet Power for the Commissioner

Currently under the ATIPPA the Commissioner has the power to make tecommendations, but no
power to issue an order. The OIPC does, howevet, have the ability to appeal a decision of a public
body to the Supreme Court, Trial Division if the public body chooses not to follow our
recommendation. Our current model of oversight is known as the “ombuds” model.

In our formal written submission to the Committee, we did not recommend an amendment to the
ATIPPA in otder to provide the Commissioner with order-making power. We have found the
ombuds model to be a workable one, and our assessment of the ATIPP.A, particularly following the
Bill 29 amendments, was that thete were a number of higher priotity amendments which we
believed must take priority, ahead of any consideration of ordet power for the Commissioner.
Indeed, a large proportion of our written submission focused on ways to increase the effectiveness

of ATIPPA ovetsight.

During our initial presentation, the Committee challenged us to consider whethet the ombuds
model was the most effective approach to oversight. We also observed, during the course of the
Committee’s hearings, that a number of presenters indicated that thete was to some extent a lack of
confidence in the oversight function based on the perception that the Commissionet is “toothless”.
Although we have a strong record of taking cases to court when we believe thete is a public interest
in doing so, we acknowledge that from an applicant’s point of view it is not an efficient process.
Furthermore, we also acknowledge the assertion by Federal Information Commissioner Suzanne
Legault that public bodies would have a much greater incentive to participate mote fully in the
review process, both at the informal resolution level and the formal submissions stage, if the
Commissioner had the power to issue a binding otder. Over the years we have noted a great degree
of variability in the level of commitment by public bodies to both the informal and formal review
process, which undermines the credibility of the process. If otdetr-making powet can provide the
necessary incentive for public bodies to engage with us during the teview process as fully as they
would with a judicial process, then we can see significant benefits for better oversight of the law.



This model should also restore confidence that the Commissionet’s review process is productive
and worthwhile for applicants.

As we indicated in both of our presentations to the Committee, however, we believe that there are a
number of arguably more pressing issues relating to the Commissionet’s oversight of the ATIPPA
which must be addressed. Specifically, we have argued that the ATIPPA must be amended to make
it absolutely clear that the Commissioner can conduct a review of any denial of access to
information by a public body, and be able to access any records relevant to such a review, including
information or records withheld pursuant to claims of sections 5, 18 and 21. Furthermore, we have
argued that the Commissioner’s current powers with respect to privacy oversight are very limited
and ineffective, and our recommendations to boost those powers are clear. To give the
Commissioner order-making power without also implementing our recommendations in tespect of
these other two areas would only amount to a marginal improvement in the oversight function. It
may even be counterproductive, as it might leave the impression that oversight has been significantly
improved when it has not.

A final note with regard to this topic is that we ask the Committee to be mindful in its
recommendations that this is a small office which has oversight of both ATIPPA and PHLA. Any
model of oversight which would require a high degree of stratification and specialization within the
Office could negatively impact our ability to be flexible and apply resources whete the need is
greatest, whether that be PHLA or ATIPP.A, depending on the caseload and issues of the day. This
is an area where, should the Committee make a recommendation in favour of order-making power,
perhaps it could also be accompanied by a recommendation that consultations be undertaken by
government with the OIPC before the draft legislation is tabled.

As a result of our participation in the hearing process, as well as listening to the concerns of other
presenters, it is fair to say that our thinking has evolved on this issue, and we are now in favour of
an amendment which would result in order-making power for the Commissioner, provided that
such an amendment is made under the right conditions, as outlined above.

Public Interest Override

In our supplementary presentation to the Committee on August 21%, we were asked to provide
further information on the subject of our tecommended amendment to section 31, the Public
Interest Ovetride provision. In our formal written submission we recommended what we believe to
be a strengthened version of this provision, modelled on the one found in British Columbia. The
purpose of such a provision is to create a positive obligation on public bodies to disclose
information that is cleatly in the public intetest to disclose despite any provision of the ATIPPA.

The BC Information and Privacy Commissioner, Elizabeth Denham, has issued several teports
regarding public interest override that highlight key considerations for Newfoundland and Labradot.
Investigation Report F13-05, Pablic Body Disclosure of Information Under Section 25 of the Freedom of
Information and Protection of Privacy Act, was released in December 2013. This review was prompted by
a request from the BC Freedom of Information and Privacy Association, based on a submission by
the University of Victoria’s Environmental Law Clinic. The Commissioner reviewed five case studies
involving public bodies that may have failed to disclose information pursuant to Section 25 (Public
Interest Override) of BC’s FIPPA. In addition, the Commmissioner sutveyed 11 public bodies
regarding any policies and procedures they have in place to comply with Section 25.



Of the five case studies, the Commissioner identified one where the ministry failed to meet its
obligations under Section 25. It is interesting to note that the risk involved in that case was initially
noted years before the FIPP.4 was proclaimed; the Commissioner found that the public body should
have disclosed the risk once the At was passed. However, in examining the remaining case studies,
the Commissioner recommended that the wording of Section 25(1)(b) be amended to temove the
“urgent circumstances” that are currently required for public intetest disclosure. She recommends
amendments that mirror Ontario’s FIPP.4; the Commissionet comments: “application of the public
interest override in the Ontario Acf requires that there be a public interest in disclosure, that the
public interest be compelling, and that the compelling public interest cleatly outweighs the purpose
of the exemption.”

As for the survey of public bodies, the Commissioner found that overall, public bodies do not
understand their obligations under Section 25. Recommendations included developing policies that
provide guidance on Section 25, as well as education on both the policies and Section 25 itself.

The leading case for Section 25 in British Columbia is Order 02-38 issued in 2002 by then-
Commissioner David Loukidelis. In that otder, the Commissioner made findings in relation to the
application of the burden of proof to the public intetest override provision. In addition, he
interpreted Section 25(1)(b) to be triggered when there is an “urgent and compelling need for public
disclosure” and that the Section 25(1) requirement for disclosure “without delay” introduces “an
element of temporal urgency.” When interpreting Section 25 in its entitety, he concluded that it
applied when circumstances are “...of a clear gravity and present significance which compels the
need for disclosure without delay.”

We conclude that the most recent consideration of the subject by Commissioner Denham, noted
above, has value for this jurisdiction, and we concur with het recommendations.

Solicitor-Client Privilege

We would like to briefly comment on the submission of the Office of Public Engagement in relation
to the subject of the Commissioner’s authority to review claims of solicitot-client privilege. In its
submission, the OPE offered an interpretation of the decision by the Court of Appeal in
Newfoundland and Labrador (Information and Privacy Commissioner) v. Newfoundland and Labrador (Attorney
General), 2011 NLCA 69. The OPE submission states that the Court of Appeal determined that “the
language [in the ATIPPA prior to Bill 29] was ambiguous and broad enough to include solicitot-
client privilege.” In fact, the Court’s conclusion was quite the opposite. The Court of Appeal
determined that there was a key distinction between the language of PIPEDA and that of the
ATIPPA as it was prior to Bill 29, and that the language in the ATIPPA in respect of the
Commissioner’s authority regarding the review of claims of solicitor-client privilege was, in contrast
to PIPED.A, both explicit and “not ambiguous™:

[75] Subsection 52(3) of ATIPPA, in contrast to PIPED.A, does advert to issues raised by privilege.
While it does not employ the words “solicitor-client privilege”, I am satisfied that the words actually
employed are not ambignous and are sufficiently explicit to include that privilege.



Further to the analysis of the Bhod Tribe decision offered by the OPE in relation to this issue, it is
important to reflect on two important considerations. One is that the Blod Tribe decision is in
respect of a different piece of legislation with a different purpose, and the second is that the Coutt
of Appeal was cognizant of this fact, having engaged in some analysis of those differences, including
the following commentary:

[73]1t is useful at this point to distinguish ATIPPA from the Personal Information Protection and
Electronic Documents Act, $.C. 2000, ¢. 5 (“PIPEDA”), which was considered in Blood Tribe.
Unlike the federal Access to Information Act which, as in the case of ATIPPA, deals with documents
in the possession of the government, PIPED.A deals with information in the hands of the private sector.

The distinction made by the Court of Appeal between PIPEDA and ATIPPA is crucial to any
analysis of this issue. The core purpose of the ATIPPA, as found in section 3, is one of
accountability of public bodies, rather than protection of consumer rights as in PIPEDA.
Furthermore, the Court found that the language in . ATIPPA prior to Bill 29 was “sufficiently
explicit” to allow the Commissioner to review claims of solicitor-client privilege. If government was
of the belief that the Court of Appeal decision was flawed, it could have sought leave to appeal to
the Supreme Court of Canada. Instead, the choice was made to accomplish its purpose by amending
the Act. We share the view of the Court of Appeal that in otder to accomplish its purpose, the
ATIPPA must allow for a review by the Commissioner of any denial of access to information by a
public body, no matter what the reason, including a claim of solicitor-client ptivilege.

Staff Qualifications and Office Security

In his presentation to the Committee, Deputy Minister Paul Noble of the Department of Justice
questioned both the professional qualifications of our staff and the level of security in place at the
Office of the Information and Privacy Commissionet. I wish to teiterate for the record that all seven
Analysts who are permanent employees of the OIPC hold law degrees. Combined, our Analysts
have several decades of experience in a wide range of legal practice ateas, and we are pleased to be
able to bring their high level of expertise to bear in all aspects of ATIPP.A and PHLA ovetsight.

Mr. Noble also speculated that solicitor-client privilege might be at risk if we wete to consult an
outside lawyer in the course of reviewing a claim of that privilege by a public body. Fitst of all, we
have never consulted an outside lawyer in telation to any file duting our review process. We believe
we have the necessary experience and expertise available in our Office to petform this function
ourselves, including reviewing claims of solicitor-client privilege, as we did on over 50 occasions
prior to the initial court challenge by government of our authority to do so. We do not anticipate
ever requiring the services of outside legal counsel in performing out cote function, however even in
the very unlikely event that we were to do so, I believe we would be able to bring to bear a sufficient
level of professional responsibility to take appropriate precautions to ensure the protection of any
privilege claimed over the records.

In relation to questions raised by Mr. Noble and others about our level of security, we are of the
view that we have an appropriately high level of technical, physical and administrative security in
place which provides full protection to all of the information held by our Office. As patt of out
mandate, we have in fact reviewed and provided recommendations tregarding the security
arrangements of public bodies under ATIPPA and custodians undet PHLA, and we believe we have
some degree of expertise in that regard. We stand on our record in this respect, however we invite
Mzt. Noble to direct any questions he may have about our security arrangements to our Office.



Information Security

In its written submission, the OPE proposed that section 22(1)(l) be strengthened in order to better
protect against disclosure of information about security arrangements. In patticulat, the submission
listed the jurisdictions of Nova Scotia, Ontario, Manitoba, Alberta, British Columbia, and Nunavut
as having access to information laws with stronger protection against disclosure of this type of
information.

Our reading of this recommendation is that any such amendment would actually result in more
information being released in relation to security atrangements than is curtently the case with the
present version of the provision. All of the other jurisdictions cited by the OPE include a harms-
based element in the exception to access, such that a public body may only refuse to disclose
information about information security if the disclosute would cause harm to security. As a result,
the public body would be obligated to disclose any information about securtity which would not
meet the threshold of harm, which is usually interpreted to be a “teasonable expectation of probable
harm.” Any public body responding to an access tequest which was not able to dischatge the burden
of proof in that regard would have to release the information requested.

In this jurisdiction, however, we already have a very strong exception in 22(1)(l), because it allows
the public body to withhold all information that “could reasonably be expected to reveal the
arrangements for ... security.” It is not necessary, under this provision, for a public body to assert
that disclosing the requested information would cause harm. Rathet, they must simply prove that the
requested information, if disclosed, would “reveal” information about security. Even if disclosure of
the information would not cause harm, the public body is still entitled to withhold it. This is 2 much
lower threshold to meet if the intention is to withhold information about security. In the intetests of
greater security for the personal information and third party business information holdings of public
bodies, we tecommend that the current provision be maintained.

Policy or Practice of MHA Inquiries Being Routed Through the Executive Assistant to the
Minister

In May of 2013 we received a complaint from an opposition MHA, Ms. Gerty Rogets. Het concern
was that a policy or practice had been put in place by government (and in particular by Minister Joan
Shea) which disallowed Members of the House ot their staff from contacting employees of
departments and agencies in the course of assisting a constituent. She had several concerns with this
policy or practice, but there was a privacy aspect which we agreed to considet and comment on. We
could not accept this as a privacy complaint under section 44, howevet, because the language of that
provision is limited to individuals complaining about misuse of their own information. Ms. Rogers
was instead complaining about the use or disclosure of the petrsonal information of her constituents
to a Minister’s Executive Assistant, when in fact the constituent had not given any consent for
employees in the Minister’s office to become involved in their personal affairs. In making inquiries
into the matter and in writing a lettet to Minister Shea which was copied to Ms. Rogers (Appendix
3), we relied on the Commissionet’s authority in Section 51(a) to “make recommendations to ensure
compliance” with the ATIPPA. Although we were not obstructed in making our inquiries, it is
noteworthy that we were unable to engage the Minister in any consideration of our findings.
Although we requested a reply, none was forthcoming.
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As you can see from our letter, we supported the government policy of requesting that Members
seek written consent from constituents when practicable in order to inquire into the constituent’s
personal matters. Although not required by statute, we were of the view that such a policy helps to
ensure that the cotrect constituent is identified, and that the public body will only disclose the
information necessary regarding the constituent to allow the MHA to assist the constituent in the
particular matter requested. We were also clear that the lack of such written consent should not be
used to interfere with the MHA’s wotk in urgent cases.

We were also unable to say categorically that there should never be a case when MHA s are asked to
deal with the Minister’s Office directly regarding a constituent inquiry in complex cases involving
unsettled policy matters or Ministerial discretion. We wete given to undetstand by Ms. Rogers,
however, that the majority of the constituency work undertaken is of a more routine nature. On that
basis, we were of the view that the policy or practice reported by Ms. Rogets was not in compliance
with the ATIPPA. We indicated as much in the letter written by a staff person from this Office, and
owing to the Commissioner’s limited ability to compel compliance, ot even a tesponse, in relation to
privacy matters, the matter ended with our letter to the Minister.

Directory of Information

Section 69 mandates the creation of a directory of information to assist in identifying and locating
records in the control or custody of public bodies. In the interests of making the ATIPPA mote
“user friendly”, we believe that such a directory could be enormously helpful to applicants, and
indeed it could result in fewer formal access to information requests, on the basis that the
information would be readily located and accessible. We believe that this provision is very much in
line with the Open Government Initiative, as well as the putpose of the ATIPPA as outlined in
section 3(1)(a) of giving the public a right of access to tecords.

We acknowledge the concerns expressed by the OPE that it may not be practical to require outside
agencies such as health and educational bodies and municipalities to develop such directories,
however we believe it is achievable for the line departments of government to do so. In fact, section
69(5) indicates that this section only applies to those public bodies listed in the regulations. The line
departments of government could be added one at a time over an appropriate period of time as the
template for such a directory is developed and applied to each. Such a ditectory could be maintained
online, and once established would simply need to be updated as tequired.

Notification to Individuals when Personal Information is to be Released in Response to a
Request

It has been noted by this Office and other presenters to the Committee that the cutrent version of
section 30 (personal information) is much improved from the version which existed ptior to the Bill
29 amendments. During our presentation on August 21, it was noted by Ms. Stoddart that there
exists in British Columbia and elsewhere a provision for notification of individuals (third parties) in
cases where the public body intends to disclose information to an applicant which might contain
petsonal information.

Such a notice provision comes into play in the equivalent to section 30 when the public body, having
considered all of the factors to be weighed, is of the view that even though the balance tips in favour
of disclosure, there remains some reason to believe that such a disclosure might not be in



11

compliance with the law. Upon reaching such a conclusion, the public body must notify the thitd
party of the intended disclosure and invite representations from that individual. The framework in
both BC and Ontario for implementing this notice is essentially the same as for notifying third
parties where a third party business interest may be affected, which occurs under section 28 in
ATIPPA. As with third party businesses, the personal information notification provision includes
standing to appeal to the Commissioner and then on to Court.

The legislation in Ontario and British Columbia provides for notification to individuals when their
personal information is to be released when there is a question about the applicability of the
exception. In BC the section specifically states in section 23(1):

If the head of a public body intends to give access to a record that the head has reason to believe contains
information that might be excepted from disclosure under section 21 or 22, the head must give the third
party a written notice. ..

In Ontario, the test in section 28(1) is as follows:

Before a bead grants a request for access to a record,

(@)...

(b) that is personal information that the head has reason to believe might constitute an unjustified
invasion of personal privacy for the purposes of clause 21 (1)(f),

the head shall give written notice in accordance with subsection (2) to the person to whom the
information relates.

Both jurisdictions also provide for notice on a permissive basis where the information is not going
to be disclosed.

The BC OIPC has found that “a mere possibility [of an unreasonable invasion of personal ptivacy]
triggers the obligation to consult” in Order No. 233-1998. However, that is tempered by the finding
that “there must be a reasonable basis for that belief”.

The Ontario OIPC found in Investigation Report 198-018P that notification must occur every time
the public body intends to rely on a sub-section addressing “not an unreasonable invasion” (our
section 30(2)) and “there is a reasonable doubt as to whether the requirements of these exceptions
have been established”. This would appear likely to result in a larget numbet of notifications under
the Ontario provision.

The experience of the BC OIPC with their section is that in most cases public bodies err on the side
of caution when it comes to claims of personal information, and as a result very few notifications of
release are sent to individuals, and even less frequently are appeals filed with the OIPC. Therefore
the addition of a similar provision would likely not result in an untreasonable burden on public
bodies or on this Office.

However, one must examine the relative value of adding such a provision. The balancing exercise
now present in section 30 is relatively new, being first introduced only two years ago. Our view is
that we now have, for the first time, a workable personal information exception, owing to the Bill 29
amendment. Based on the relatively low usage in British Columbia, it is not clear that adopting that
model would result in significant benefits. At the same time, adopting the Ontatio model might
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result in greater challenges with implementation for public bodies. It is thetefore questionable
whether this further amendment to section 30, at this particular time, would yield positive results,
particularly when we already have a much improved, workable provision. It should also be noted
that this provision only applies when the possible disclosure of personal information is triggered by
an access to information request. Other disclosures of personal information for specific putposes
are provided for in Section 39 of the ATIPPA which does not require notification.

We neither recommend nor oppose such an amendment to the ATIPPA in theory, however in
practice we do not believe that it warrants consideration in this review process among some of the
more important amendments being proposed. Certainly, while we were aware that the A4TIPPA
lacks such a notification provision as we prepared our formal written submission to the Committee,
it was not considered a pressing enough issue to include for consideration. We remain of that view.

Mandatory Reporting of Privacy Breaches to the Commissioner

During our presentation to the Committee on August 21%, Mr. Letto asked us to consider the effect
of an amendment to the ATIPPA which would require public bodies to teport all privacy breaches
to the Commissionet. In our formal written submission to the Committee, we requested that the
ATIPPA be amended to provide for a requirement for breach reporting to the Commissioner,
however we were not specific as to the threshold for such a reporting requitement, ie, whether it
would be a requitement to report all privacy breaches, or just those which are considered to have
met the “material breach” threshold, as found in PHLA. We did note, however that thete might be
different considerations under ATIPPA as compared to PHLA.

Under PHIA, we have oversight of all custodians of personal health information. While the Regional
Health Authorities are the largest custodians by far, there are thousands of small custodians,
composed largely of regulated health professionals in private practice. The material breach threshold
in PHIA, or something like it, is probably appropriate for ovetsight of such a large number of
custodians. There are difficulties inherent in providing oversight of such a large number of disparate
bodies, and even if custodians under PHL4 were required to report all breaches, it might be a
challenge to continue to make sure they were aware of this obligation.

Opversight of public bodies is different, however. Government departments and agencies, crown
corporations and municipalities are accustomed to regulation and oversight in a way that private
corporations are not. There are strong institutional connections and bureaucratic practices which
facilitate, generally speaking, a greater awareness of and relationship to various forms of legislated
oversight. On that basis, we have given the matter further consideration and we are of the view that
it would be an achievable goal to requite that all privacy breaches expetienced by public bodies be
reported to the Commissioner. The current policy of the OPE is that breaches should be reported
to the ATIPP Office, so we see no additional burden for public bodies to make the same report to
the Commissionet.

In its written submission the OPE indicated that in the first six months of 2014, 39 ptivacy breaches
were reported to the ATIPP Office. Of these, 30 were deemed to be minot in nature, while 9
involved more sensitive information. Having knowledge of the types of breaches and the actions
being taken by public bodies to respond to these breaches would be helpful to our Office in
discharging our oversight function, because it would allow us to identify trends and problems and to
address such issues from an oversight perspective. In that sense, we likely would not take any action
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or require anything substantive of public bodies in relation to the minor breaches, particularly as
they would also be engaging advice from the ATIPP Office. The value in learning of them would be
largely in our assessment of the “big picture.” In terms of being notified of the more serious
breaches, we would still expect and encourage public bodies to work with the ATIPP Office and to
use the steps in their privacy breach protocol, however we would also be able to monitor the
situation, and in certain circumstances initiate an investigation where warranted. We could also
engage in a discussion with the public body atound any decision to notify affected individuals. We
reiterate our support for privacy breach notification to affected individuals, and privacy breach
reporting to the Commissioner. We do not anticipate any difficulties with accepting and working
with a mandatory privacy breach reporting provision which would require public bodies to repott all
btreaches to the Commissioner.

Third Party Business Interests (Section 27)

One suggestion which was discussed in some of the presentations was the notion of adopting the
United Kingdom model of the Third Party Business Interests provision. We have examined the UK
provision, and while we appreciate the apparent simplicity it presents, it should be borne in mind
that the detailed guidance available in the UK on the interpretation of that provision is the result of
it being in force in that country for a long petiod of time, and no doubt subject to many yeats of
legal challenges and rulings.

Similarly, the three part test in Canada is a long-standing, widely used provision in access to
information law, and it has been interpreted by the Supreme Court of Canada as well as lower courts
and Commissioners across Canada for many years. As Information Commissioner Suzanne Legault
pointed out, the experience in the federal jurisdiction with the three-part test is that in the early years
it resulted in a large number of court cases initiated by businesses, however as time has gone on and
the interpretation of many aspects has settled, it has now become a well understood and accepted
provision in the business community.

Interestingly, we note that through the course of the ATIPPA Review process, presenters
representing the business community have come out in favour of a return to the three-part test,
because it is well understood and it allows for transparency and greater competition for contracts in
the public sector. The reluctance we have seen to return to that model has largely been from
government departments and agencies, which is noteworthy given that the purpose of the provision
is to protect the interests of private businesses.

The nisk of going to a unique version of section 27 which has not been found anywhere else in
Canada is that we could see a repeat of the experience noted by Ms. Legault, where businesses find
they must take everything to court because they want to know how a Canadian court will interpret
the provision. Even though there would no doubt be significant jurisprudence from the UK context,
it is possible that courts in this country will find that they need to consider the specific language
along with the overall purpose and context of Canadian legislation as well as the jutisprudence on
access to information in general in this country, which may or may not diverge from the UK in key
areas. As a result, it may be that an apparently simpler provision on the surface may lead to a much
more troublesome provision, and the burden of using this provision will be borne by the business
community as it initiates appeals and reviews in order to establish precedents for a new provision in
Canadian access law.
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Finally, it must be remembered that the three patt test to which we advocate a return is in place at
the federal level in this country, as well as in Nova Scotia, PEI, Ontario, Alberta and British
Columbia, and it has been in place in those jurisdictions in some cases fot 30 or more years. It has
been tried and tested, and it strikes the right balance in order to protect the legitimate interests of
the business community in this province.

Section 8.1 of the Evidence Act

We have reviewed written submissions provided to the Committee from the Canadian Medical
Protective Association (CMPA) and the Healthcare Insurance Reciptocal of Canada (HIROC) which
address concerns about the operation of section 8.1 of the Evidence Act in the ATIPPA Regulations.
As noted in our previous written submission, there ate a2 number of provisions listed in section 5 of
the ATIPPA Regulations for the purpose of designating that the listed provision prevails over the
ATIPPA. Section 8.1 of the Evidence Act is listed there, however it is anothet example such as those
referenced in our formal submission of a provision which does not accomplish what was perhaps
intended. The Evidence Act ensures in section 8.1(3) that peer review and quality assurance records
“shall not be disclosed in or in connection with a legal proceeding.” The term “legal proceeding” is a
defined term in section 8.1(1), and it does not include an access to information request. Therefore, it
has been the view of this Office for some years that the inclusion of section 8.1 of the Ewidence Act in
the ATIPPA regulations serves little purpose.

This state of affairs prompted the decision to include within PHLA a provision which would more
clearly exempt from disclosure information relating to peer reviews and quality assurance reviews.
Even that law, however, is limited to some extent as to what can be protected from disclosure.
Section 58(1)(c) of PHILA requires a custodian to refuse to grant access to an individual who wishes
to examine or receive a copy “of his or her own personal health information” which may be
contained in such a record.

As a result of section 58(1)(c) of PHLA, an individual would not be able to access their own petsonal
health information in such a record. Section 58(1)(b) ensutes that an applicant under PHLA cannot
receive another person’s personal health information. The issue is, however, that there may be
information in such records of a general nature regarding policies and procedures, including
commentary from medical professionals who have participated in these reviews about the extent to
which they have followed such procedures, as well as commentary about theit professional practices
in general. Unless such information was associated with a particular occurrence or patient, it is not
entirely clear that PHLA would provide full protection against disclosure of such information,
because any information in the control ot custody of a regional health authority, which is also a
public body under ATIPPA, would be subject to a request under the ATIPPA4. The ATIPPA, as
noted, lacks protection from disclosure for such records because the matter has not been adequately
addressed through the simple inclusion of section 8.1 of the Ewdence Act in the ATIPPA
Regulations. It should be noted that even though this is the case, it is possible that other exceptions
under ATIPPA may apply. For example, some information in such a record might contain the work
history or other personal information of medical professionals which could be protected by section
30, or it may contain advice ot recommendations protected by section 20.

Although we acknowledge the concerns presented by CMPA and HIROC, we question the solution
proposed by CMPA. CMPA expresses the view that section 58 of PHLA provides broad protection
against disclosure of such records, while our view is that the access provisions of PHLA only apply
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to individuals who are requesting access to their own personal health information, and therefore the
exception in section 58 of PHLA can only restrict that particular right. Nothing in PHILA can restrict
access to information which is not personal health information as defined in section 5 of that Ae. If
the Committee wishes to address this issue, we submit that the solution proposed by CMPA of
simply listing section 58 of PHLA in the ATIPPA regulations would setve no putpose, as it would
not result in any protection for records which are not the personal health information of the
applicant, and such information is already protected from disclosure in PHLA. Furthermore, not all
public bodies under ATIPPA are custodians under PHIA.

As noted by HIROC, “it is conceivable that there may be a quality or peer review that would fall
under the domain of ATIPPA as opposed to the PHLA.” Theit view is that the ATIPPA should be
amended “in line with section 58 of PHLA.” We ate of the view that nothing can be done by way of
regulation to address this issue, if the Committee believes it should be addressed, because there is no
existing provision in another piece of legislation which could be added to the ATIPPA for the
purpose of prevailing over the ATIPPA in order to fully protect from disclosure all of the
information described in section 8(2)(b) and (c). The only solution, should the Committee wish to
recommend one, would be an amendment to the ATIPPA which would protect from disclosure to
an applicant any information of a quality assurance or peer review as desctibed in the Evidence Act.

Conclusion

We wish to thank very much the Committee — Mr. Wells, Ms. Stoddart and Mr. Letto — for listening
to us and debating with us the many points, concerns and recommendations we have brought to
bear. The ATIPPA is certainly being properly and thoroughly reviewed in a balanced, impartial and
fair manner, and that is all we can ask. The fact that such a well-qualified and independent
Committee was appointed and given such a broad mandate is also a tribute to the leadership of
Premier Marshall, without whom the 4TIPP.A may have been destined to continue on under the
cloud of Bill 29. I also wish again to acknowledge the excellent work of my staff in assisting with the
preparation of this supplementary submission, as well as our initial formal submission to the
Committee, and I also extend thanks to the supporting staff of the Review Committee, who have
been generous with their time and assistance. Should there be any further questions ot clarifications
required as the Committee proceeds with its work, please contact me at your convenience.

Yours truly,

ommissionet

Enclosures



APPENDIX 1

ATIPPA Review 2014
Access to Information Fees

Introduction

Newfoundland and Labrador currently charges a $5 application fee for access requests; the fee must
be paid before the requests will be considered. Most jurisdictions in Canada, with the exception of
Quebec and New Brunswick, charge up-front fees to accompany any access request. According to
the Office of Public Engagement’s Access to Information and Protection of Privacy Act Annual Report 2012-
13, 660 requests for general access and personal information were received in 2012-13, an increase
of 23% from previous years. These requests resulted in $2860 in application fees.'

The Council of Europe Convention on Access to Offficial Documents asserts that charging up-front fees for
information requests violates international standards; individuals should not be charged to exercise a
fundamental right.? The Centre for Law and Democracy tecommends that up-front fees
accompanying requests should be eliminated; globally, 16 out of 95 countries charge up-front fees.’

While Section 11(1)(a) of the federal Access to Information Act allows up to $25 in application fees,
regulations have established the fee at $5. Canada’s Information Commissioner has recommended
that requesters should not have to pay any fees when a government institution fails to meet a
deadline and suggests fee waivers in a variety of situations, such as the public's interest in the
information to be released.*

A 2011 article in the Globe and Mail indicated that the up-front fee can have a dramatic impact on
the number of access requests.” The article noted that, when Nova Scotia increased its application
fee for access requests from $5 to $25, the number of requests dropped by about a quarter in the
following yeats.

If an increase in fees reduces the number of requests submitted, there may be a concern that
removing all application fees would increase the number of applications. New Brunswick announced
that all fee would be abolished as of August 5, 2011.° The Right 7o Information Annual Report produced
by the New Brunswick Department of Government Services reports an increase in access requests
as follows:’

Year Number of Access Requests
2012-13 462
2011-12 431
2010-11 370
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Processing Fees

Under the Access to Information and Privacy Act (ATIPPA), the current fee structure is:®

® an application fee of $5, payable by cheque; individuals requesting access to their own
petsonal information need only pay the application fee;

e $25 for each hour of person time after the first four hours, for locating; retrieving; providing;
manually producing; and severing, which includes the review of recotds to determine
whether or not any of the exceptions to access apply, and the subsequent redaction of the
records if necessary;

e 25 cents a page for a copy of the record when it can be done using conventional equipment,
actual cost when not; and

® actual cost is charged for producing a record in its electronic format and for shipping.

The provincial policy and procedures manual for ATIPPA notes that copying fees should not be
charged for pages that are withheld in their entirety (i.e. fully severed). However, time spent
reviewing, contemplating and severing may still be charged for these pages.

In 2012-13, the Government of Newfoundland and Labrador (Departments and Public Bodies)
collected a total of $4663.95 in processing fees.” While there have not been many Commissioner
Reports stemming from fee complaints in this province, this can be misleading. The Commissioner
is unable to issue a report based solely on a fee complaint because such complaints are covered by
Section 44(b) of ATIPPA. However, fee complaints may be mentioned in reports addressing other
complaints under the 4cz.

In British Columbia, the fee schedule differentiates between individual and commercial applicants.10
The United States Freedom of Information Act also bases fees on various categories of requestets,
including those intended for commercial use, as well as from educational institutions,
noncommertcial scientific institutions, news media, and all other requests.“ The US does not charge
an application fee, but once an applicant approves an estimate for the overall request, the fee must
be paid even if no responsive records are located or if all the record is severed.’” Quebec also has a
complicated fee regime when releasing documents.” For example, municipal bodies charge based on
the type of record being requested, differentiating between nine different types of documents. These
fee regimes may unnecessarily complicate the request process.

As previously mentioned, in 2011 the Government of New Brunswick removed all fees for access to
information requests. This was the result of an election promise, which was also mentioned in the
Speech from the Throne. Reference to fees has remained in Section 80 of the Right o Information and
Protection of Privacy Act (RTIPPA), with the regulations containing fee structures tepealed.

While the number of access requests has not increased dramatically, anecdotal evidence indicates
that the breadth of requests is starting to become problematic. Section 15 of RTIPPA states

On the request of a public body, the Commissioner may authorize the head to disregard one or more requests
Jfor access if the request for access
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(a) wonld unreasonably interfere with the operations of the public body because of the repetitious or systematic
nature of the request or previous requests,

(b) is incomprebensible, frivolous or vexatious, or

(¢) is for information already provided to the applicant.

Section 43.1 of ATIPPA, by contrast, provides more ability for the public body to distegard requests
based on a narrow set of circumstances that assist in preventing abuse of the process:

43.1 (1) The head of a public body may disregard one or more requests under subsection 8(1) or 35(1) where

(a) because of their repetitive or systematic nature, the requests would unreasonably interfere with the
aperations of the public body or amount to the abuse of the right to make those requests;

(b) one or more of the requests is frivolous or vexatious; or
(¢) one or more of the requests is made in bad faith or is trivial.

(2) Where the head of a public body so requests, the commissioner may authorize the bhead of a public
body to disregard a request where, notwithstanding paragraph (1)(a), that the request is not
Systematic or repetitive if, in the opinion of the commissioner, the request is excessively broad.

The removal of fees in New Brunswick gave tise to another issue — how to differentiate between
formal and informal requests. In response, regulations were passed containing information required
for a request to be considered an official request.

The Council of Europe Convention on Access to Official Documents does provide for fees to be charged for
copies of official documents. Section 7(2) notes that “A fee may be charged to the applicant for a
copy of the official document, which should be reasonable and not exceed the actual costs of
reproduction and delivery of the document.” In other words, only photocopying and postage
charges are permitted. Advocates also support making records available in electronic formats,
reducing the actual cost of copying and delivery.

This is in line with international standards. The UN Human Rights Committee has indicated that in
no circumstances may fees be charged which would “constitute an unreasonable impediment to
access to information.”* Further, the organization is of the view that access fees should reflect the
cost incurred by the public body in copying and delivering the requested matetial.”®

In 2 2006 global survey, Privacy International indicated that “the best practice is to limit fees to
actual costs for providing information, not for the time taken in deciding on whether exemptions
should apply, provide waivers for information of public interest, and not charge for appeals. A
general principle adopted in all jurisdictions is that fees should not be used as a barrier or a profit-
making device.” *°
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Much of the available literature argues that, if providing access to information is part of the
government’s core role, then fees should not be charged. Proponents for reducing and/or removing
access fees argue that the fees create a barrier to access, are undemocratic if access is a right, and
reflect a practice of double billing, as citizens have paid taxes that go towards developing the
records. Access fees also highlight inequalities; requesters should not pay for poor records
management and longer review times caused by inexperienced access coordinators. Proponents also
indicate that open and transparent governments should inform the public of its activities without
fees.

There are also those who advocate for fees, arguing that fees should be charged so government can

recover some of the cost of processing requests, and to encourage applicants to be reasonable in
scope of requests.
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APPENDIX 2
ATIPPA Review 2014

Biological Samples

Introduction

In 2010-11, the Office of the Privacy Commissioner of Canada (OPC) funded a project called Privacy
in Canadian Paediatric Biobanks: A changing landscape as part of their Contributions Program. One of the
recommendations contained in the report was that the “OPC should specify in privacy legislation
that genetic information and biological materials are considered personal health data.” ' The study
found that, while privacy legislation prohibited the sharing of information derived from the
biological sample without the individual’s consent, the same did not apply to the biological sample
itself. In addition, legislation provides a right of access to information derived from the sample, but
not to the sample itself. As the focus of the study was on paediatric biobanks, it highlighted a variety
of reasons why participants might want access to their samples in the future for testing, diagnosis ot
treattnent purposes.

What is 2 Human Biological Sample?

The Tn-Council Policy Statement Ethical Conduct for Research Involving Humans, defines human
biological materials as including “...tHissues, organs, blood, plasma, skin, serum, DNA, RNA,
proteins, cells, hair, nail clippings, urine, saliva and other body fluids.”™ Biological samples contain a
plethora of personal information, including ethnic percentages, geographic information, sex
chromosomes and genetic predispositions to certain diseases, such as diabetes."

The Article 29 Data Protection Wotking Group, an independent advisory body on data protection
and privacy, with members from the national data protection authorities of the European Union
Member States, the European Data Protection Supervisor and the European Commission,” noted
that biometric data,

...may be defined as biological properties, physiological characteristics, living trasts or repeatable
actions where those features andy or actions are both unique to that individual and measurable, even
if the patterns used in practice to technically measure them involve a certain degree of probability. ..
A particularity of biometric data is that they can be considered both as content of the information
about a particular individual... as well as an element to establish a link between ome piece of
information and the individual”

During an appearance before the Standing Committee on Public Safety and National Securty, a
representative from the Privacy Commissioner of Canada’s office noted that DNA data
“...represents the intersection of both physical privacy and informational privacy interests.””

As science advances, so too does the breadth and depth of information available from biological

samples. As these advancements impact individual privacy, it is important to stay abreast of new
developments and ensure the appropriate safeguards are in place.
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Is a Human Biological Sample Identifiable Information?

The Acess to Information and Protection of Privacy Act (ATIPPA) defines personal information as
“recorded information about an identifiable individual”™ With regard to biological samples, this
raises some interesting questions that have yet to be determined undet ATIPPA. For example, an
interpretation bulletin on personal information published on the Office of the Privacy
Commissioner of Canada’s website, has determined that “information need not be recorded for it to
constitute personal information. It is sufficient that the information be about an identifiable
individual even if the information is not in a recotded form, such as...biological samples...”"""1
However, the definition of personal information in PIPEDA and ATIPPA differs. PIPED.A defines
petsonal information to mean “information about an identifiable individual”, while ATIPPA defines
it as “recorded information about an identifiable individual.” As the PIPED.A intetpretation bulletin
used biological samples as an example of personal information in a non-recorded format, it would
be difficult to include the sample itself as personal information under ATIPPA. That being said, if a
biological sample containing a direct identifier, such as a label with a name or health number, was
lost, this office would consider accepting a privacy complaint tegarding the information rather than
the sample itself under ATIPP.4 or PHLA.

Any information in oral or recorded form derived from the sample might be considered personal
health information under the Personal Health Information Act (PHLA), even in the absence of direct
identifiers. PHLA defines personal health information as “identifying infotmation in otal ot recorded
form about an individual that relates to ...(c) the donation by an individual of a body patt or bodily
substance, including information detived from the testing or examination of a body part or bodily
substance.”™

A case heard before the Federal Court of Appeal, Canada (Information Commissioner) v. Canada
(Transportation Accident Investigation and Safety Board), examined the definition of personal information
in the Access to Information Act when access requests for recordings and/or transcripts of air traffic
control communications were denied based on the “personal information” exception. Madame
Justice Desjardins, for the Court, determined that ...information recorded in any form is
information “about” a particular individual if it “permits” ot “leads™ to the possible identification of
the individual, whether alone or when combined with information from soutces “otherwise
available” including sources publicly available.”” However, the Court also acknowledged the practice
of the Supreme Court of Canada to read the Access to Information Act and the Privacy Act together as a
“seamless code” following a “parallel interpretation model.” Madame Justice Desjardins further
notes that, when considering personal information in the context of the Privacy Act:

Privacy may be defined as an individual’s right to determine for himself when, how and to what
exctent he will release personal information abont himself. Privacy thus connotes concepts of intimay,
identity, dignity and integrity of the individual. The information at issue was not “about” an
individual since the content of the communications did not involve subjects that engaged an
individual’s right to privacy. The information at issue was of a professional and non-personal nature.
12 conld lead to identifying an individual and assist in determining how an individual performed his
or her task in a given situation but did not qualify as personal information. It was not about an
individual, considering that it did not match the concept of “privacy” and the values that concept was
meant o protect.
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In the case of Gordon v. Canada (Health), heard before the Federal Coutt of Canada, both the Privacy
Act and the Access to Information Act were cited when Health Canada withheld certain fields from a
copy of the Canadian Adverse Drug Reactions Information System provided to the Applicant. The
Court adopted a test suggested by the Counsel for the Privacy Commissionet, the Intervener, in
determining when information is about an identifiable individual: “Information will be about an
identifiable individual where there is a serious possibility that an individual could be identified
through the use of that information, alone or in combination with other available information.” *
The Office of the Privacy Commissioner of Canada, in an interpretation bulletin regarding the
definition of personal information in PIPEDA, notes that personal information that has been de-
identified does not qualify as anonymous information if thete is a setious possibility of linking the
de-identified data back to an identifiable individual ™

While some may argue that few individuals would have the capability and equipment to affiliate a
biological sample with an identifiable individual, in PIPEDA Case #2009-018, the Assistant Ptivacy
Commissioner of Canada discussed re-identification risk, determining that “It is not necessary...to
demonstrate that someone would necessatily go to all lengths to actually do so.”™"

Do international laws specifically include biological samples in their definition of personal information?
Internationally, the Article 29 Data Protection Working Group has defined petrsonal data to mean

. any information relating to an identified or identifiable natural person (‘data subject”); an
identifiable person is one who can be identified, directly or indirectly, in particular by reference to an
identification number or to ome or more factors specific to his physical, physiological, mental,
economic, cultural or social z'derztz'gl.*"”

The International Association of Privacy Professionals surveyed the definition of petrsonal data
across 36 data protection laws in 30 countries. Both Columbia and France include genetic data in
their definition of personal data. In Columbia, personal data is classified into three sub-categorties,
one of which is private data that “concerns only the data owner, due to its reserved and intimate
nature.” In France, personal data is “any information which directly or indirectly allows the
identification of an individual.” Further research was conducted by Global Ptivacy and Secutity Law,
who interpreted this to include DNA and digital fingerprints, among othet things.™

On October 16, 2003, the United Nations Educational, Scientific and Cultural Organization
(UNESCO) made an International Declaration on Human Genetic Data. Article 14(b) of the
declaration indicated that

Human genetic data, human proteomic data and biological samples linked to an identifiable person
should not be disclosed or made accessible to third parties. .. except for an important public interest
reason in cases restrictively provided for by domestic law consistent with the international law of
human rights or where the prior, free, informed and express consent of the person concerned has been
obtained provided that such consent is in accordance with domestic law and the international law of
human rights.™
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Could there be a Valid Privacy Complaint Involving Biological Material Under
ATIPPA/ PHIA?

The issue of how a privacy complaint regarding information derived from a biological sample would
be addressed depends on the source of the information. The Tri-Council Policy Statement 2
discusses the sources of biological materials, including “patients following diagnostic or therapeutic
procedures, autopsy specimens, donations of organs or tissue from living or dead humans, body
wastes (including urine, saliva, sweat) or abandoned tissue. Biological materials may also be sought
from individuals for use in a specific research project.”™ Additionally, biological samples may be
collected for the purpose of law enforcement or for employment purposes.

The purpose of PHLA is to establish rules for the collection, use and disclosure of petsonal health
information, including ensuring that appropriate safeguards are in place to protect the personal
health information.

It is safe to assume that the majority of human biological samples collected in the province ate
collected by a health care professional or their designate for the primary purpose of the provision of
health care. While a limited number of samples may be collected on behalf of employers for such
purposes as screening to ensure compliance with contractual arrangements or treatment programs,
the samples themselves would likely be collected by a health care professional. While the employer
may be privy to certain information derived from the sample and may make employment or
disciplinary decisions based on that information, the health care professional would likely be the
custodian of the sample and any affiliated reports. As these samples would be affiliated with a
particular individual, either through direct or indirect identifiers, they would be considered
identifiable information and should be afforded appropriate safeguards by the custodian or
information manager. PHLA would also address secondary use of any samples, such as for reseatch

putrposes.

While these issues have yet to be decided under PHIA, it is difficult to argue that a biological sample
itself is personal health information. Identifying information, such as a name or health care number,
might be considered personal health information and a report on the information derived from the
sample, even in the absence of direct identifiers, may be considered personal health information as
well.

The purpose of ATIPPA is to make public bodies more accountable to the public and to protect
personal privacy; one of the ways the Act does this is to testrict collection, use and disclosute of
personal information. It should be noted that Section 5 of ATIPPA excludes certain records:

5. (1) This Act applies to all records in the custody of or under the control of a public body but does not apply to

(a) a record in a court file, a record of a judge of the Trial Division, Court of Appeal, or Provincial
Court, a judicial administration record or a record relating to support services provided to the
judges of those courts;

(h) a record containing teaching materials or research information of an employee of a post-secondary
educational institution;

(k) a record relating to a prosecution if all proceedings in respect of the prosecution have not been
completed;
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(1) a record relating to an investigation by the Royal Newfoundland Constabulary if all matters in
respect of the investigation have not been completed; or

(m) a record relating to an investigation by the Royal Newfoundland Constabulary that would
reveal the identity of a confidential source of information or reveal information provided by that
source with respect to a law enforcement matter.™

A biological sample taken for law enforcement and potentially by a researcher at a post-secondary
institution may be excluded under ATIPPA even if biological samples were added to the definition
of personal information. The information derived from the samples is cutrently excluded for the
same reasons, to the extent desctibed in Section 5.

Biological Samples and Law Enforcement

Under Section 487 of the Criminal Code of Canada, law enforcement is able to collect DNA
samples and, for primary designated offenses, shall collect a sample for the national DNA Bank.
The National DNA Databank was established by the DNA Identification Act and contains biological
samples from convicted offenders and crime scenes. Law enforcement may ask judges to consider
compelling a DNA sample for some secondary designated offenses as well.™ In the Government of
Newfoundland and Labtradot’s Public Prosecutions Guide Book, it indicates that

Secondary discretionary or hybrid DIN.A offences require an application by the Crown to satisfy the
sentencing judge that the DINA order is in the best interest of the administration of justice.
Prosecutors should always consider whether a DINA order should be sought for secondary offences,
and make the request in appropriate cases.”™

The Ontatio Court of Appeal, in R. ». Hendry, recognized that “the taking and retention of a DNA
sample constitutes a grave intrusion on a person’s right to petsonal and informational ptrivacy.” The
Court instructed that, when it comes to primary designated offenses, one must examine “whether
the impact of a DNA order on an accused’s privacy and security is grossly dispropottionate to the
public interest...” In addition, “the test is the same for both adults and young petrsons and a court
cannot simply infer a dispropottionate impact based on age alone.”™

In general, law enforcement is able to obtain DNA samples using a warrant ot through voluntary
offerings by individuals. Legislation also exists for the Canadian forces, through the National/ Defense
Act (section 196.11). The Criminal Code allows law enforcement officials to obtain a blood sample
from an individual suspected of driving under the influence if the individual is unable to submit to
other tests (section 254(3)(b)), if they have successfully applied for a watrant (section 256) ot if they
have successfully applied for a warrant to search and seize relevant evidence, including blood
samples taken for treatment purposes (section 487).

Biological Samples and the Canadian Courts

In R v Dyment (1988), the Supteme Court of Canada noted that health information and tissue
“remain in a fundamental sense one’s own.”™ In this case, a physician obtained a blood sample for
the purpose of the provision of health care and provided it to police representatives without the
patient’s consent and without a request from the police. It was determined that “Receipt by the
police of the vial of blood, given that that blood was held by the doctor subject to a duty to respect the
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patients privacy, amounted to a seizure as contemplated by s. 8 of the Charter .” The search was
deemed unreasonable and it was further determined that Section 7 of the Charter — the right to life
liberty and security of the person — had also been violated. The Court determined,

The seizure here infringed upon all the spheres of privacy - spatial, physical and informational. ... As I
see i, the essence of a seizure under 5. 8 is the taking of a thing from a person by a public authority
without that person's consent... The use of a person's body without his consent to obtain information
about him invades an area of privacy essential to the maintenance of his human dignity. ™™

In its decision, the Court quoted the Report of the Task Fotce established by the Department of
Communications/Department of Justice Privacy and Computers, “This notion of ptivacy derives from the
assumption that all information about a person is in a fundamental way his own, for him to
communicate or retain for himself as he sees fit."

Access to Biological Samples

Should biological samples be added to the definition of personal information and/or petsonal health
information, access rights to the sample itself should be considered. Access to biological samples by
the individuals that provided them may not be absolute and, in fact, in some cases may not be
possible. Even if access were be considered for the purpose of medical testing, diagnosis ot
treatment, the impact on the integrity of the sample itself must be considered (i.e. is it physically
possible to provide part of the material, the impact that providing patt of the sample will have on
the remaining sample, and any related public health concerns).

While not specifically addressing biological samples, limits on access have been examined by the Coutts.
Mclnerney v. MacDonald provides guidance on a patient’s right of access to their medical record. In this
case, the Supreme Court of Canada ruled that “The patient is not entitled to the records themselves.
The physical medical records of the patient belong to the physician.” However, it also noted that, “In
the absence of legislation, a patient is entitled, upon request, to examine and copy all information in her
medical records which the physician considered in administering advice or treatment, including records
prepared by other doctors that the physician may have received.”™" In H.]. Heing Co. of Canada 1.4d. ».
Canada (Attorney General), Justice Deschamps noted, “...in a situation involving personal information
about an individual, the right to privacy is patamount over the right of access to information.”™
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OFFICE OF THE INFORMATION
AND PRIVACY COMMISSIONER APPENDIX 3

NEWFOUNDLAND AND LABRADOR

January 22, 2013

Honourable Joan Shea

Minister

Department of Advanced Education and Skills
P.O. Box 8700

Confederation Building

St. John’s, NL

A1B 4J6

Dear Minister Shea:

Subject:  Privacy Complaint under the Access to Information and Protection of Privacy Act
Our File: 0035-094-12-001

The Office of the Information and Privacy Commissioner (“the OIPC”) received a Complaint from
Gerry Rogers, MHA for St. John’s Centre dated August 14, 2012 regarding the policy ot practice
that requires MHAs to contact a Minister’s Executive Assistant if the MHA is making an inquiry on
behalf of a constituent. As you are aware, this Office has undertaken an investigation with respect to
the Complaint under the Access to Information and Protection of Privacy Act (the “ATIPPA”). Ms. Rogets’
letter raised a number of issues with this policy or practice, however, the OIPC has limited the scope
of its inquiry to issues relating to privacy within the jutisdiction of this Office. The OIPC received
your teply to this complaint dated October 17, 2012.

With respect to the issue of requiring a consent form signed by the constituent authotizing an MHA
or their staff to access the constituent’s personal information, the OIPC suppotts and endorses this
practice. While Section 5.10.7 (Disclosure to a Member of the House of Assembly) permits release
of information by a public body employee to an MHA (or designated constituency assistant) with
the verbal consent of the constituent, the OIPC is of the belief that written consent is preferable in
circumstances where it can reasonably be obtained. The OIPC recommends the use of written
consent, with the caveat that in exceptional circumstances where obtaining wtitten consent (i.e.
timeliness, urgency, etc.) is difficult and may compromise the assistance of the MHA, verbal consent
should be acceptable.

With respect to the “new policy” of requiring MHAs to direct requests for information pertaining to
a constituent through a Ministerial Executive Assistant, we were advised further to our inquiry on
this matter that no formal written policy exists. It is the finding of the OIPC that there has been
some sort of informal practice or procedure in place since 2003 and that the continuation of this
procedure was reinforced verbally to public setvice staff as recently as this year. It is not clear
whether this procedure was generally followed in the past, not is it clear whether all departments are
enforcing this procedure. Further, it is not cleat to the OIPC whether in all citcumstances the

P. O. Box 13004, Station A, 34 Pippy Place, St. John’s, NL AIB 3V8
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department in question (Advanced Education and Skills) is consistently implementing this practice
or not. The lack of a written policy and therefore lack of records on the subject matter of this
complaint challenges the ability of the OPIC to comment definitively on the privacy implications of
this practice/procedure under the ATIPPA.

That being said, the OIPC does have concemns regarding this practice ot procedure which require
clarification. Clearly, the ATIPPA is meant to facilitate the wotk of MHAs through section 30(1)(k),
which allows a public body to disclose personal information “to a member of the House of
Assembly who has been requested by the individual the information is about to assist in resolving a
problem.” It is important to recognize that the constituent has asked the MHA for assistance, and
there is provision in section 30(1)(k) for the constituent’s information, as it pertains to the issue at
hand, to be disclosed to the MHA in order to allow the MHA to provide that assistance. The
constituent has a reasonable expectation that the process of providing the information necessary to
assist in addressing his or her problem will not result in the information being funneled through
additional channels which may result in more people than necessary becoming awate of the petsonal
information of the constituent. In this regard, section 38(2) of the ATIPPA is televant:

38(2) The use of personal information by a public body shall be limited to the minimum amount of
information necessary to accomplish the purpose for which it is used.

The practice or unwritten policy directing MHAs to make such inquiries through the Ministerial
Executive Assistant may, in certain cases, be consistent with the ATIPP.A, howevet. Inquities which
involve elements such as the exercise of discretion at a senior or Ministerial level may be more
suitably directed to an official in the Minister’s Office. Furthermore, inquities which are focused on
divergent interpretation of policy which require interpretation by senior officials may also be more
appropriately addressed to the Minister’s Office. Essentially, complicated or unusual inquiries may
meet the threshold set out in section 38(2), which is to say that the use or disclosure of information
to an official in the Minister’s Office, or even the Minister ot other appropriate staff, are dictated by
the circumstances of the request itself. In the language of section 38(2), it may in fact be necessary to
wortk directly with staff in the Minister’s Office in order for the MHA to proceed with his ot her
inquiry on behalf of the constituent.

On the other hand, there is no apparent basis in the ATIPPA for providing the personal
information of constituents to individuals within the Minister’s Office when the inquiry is of a mote
routine nature. When such information is shared with or provided to persons within a public body
beyond that which is “necessary” to accomplish the purpose, this use of personal information is not
compliant with section 38(2) of the ATIPPA. Particularly when written consent has been provided
by the constituent (as discussed above) for the MHA to make inquities on their behalf and to receive
information relevant to the issue they have been asked to assist with, there would seem to be very
little basis in the ATIPPA to require that such an inquiry be simply passed along by the MHA to an
individual in the Minister’s Office who is not directly involved in the matter, but who is then
expected to make inquiries directly to staff and report back the MHA. Certainly, I see no basis to
argue that such a process would be a “necessary” use of petsonal information as contemplated by
section 38(2).

In summary, I conclude that on its face, a policy of requiring certain types of more complex
inquiries to be routed through the Ministet’s Executive Assistant would not contravene the
ATIPPA, however applying the same requirement to routine inquities by MHAs on behalf of



citizens would appear to insert an unnecessary third party (the Executive Assistant) into the process.
One final point to note would be that my comments should not be interpreted to mean that every
public servant is obliged to deal directly with an MHA inquity. If a front line worker and a manager
are both privy to a file involving a constituent who has requested his or her MHA to provide
assistance and make inquiries on his or her behalf, it is within the discretion of the Department to
determine which of these individuals at the level of service is most well placed to respond to the

inquiry.

The OIPC recommends that if the Department wishes to continue using this practice, a formal
policy should be drafted which could outline to both MHAs and departmental staff what is expected
in such situations, with special emphasis on limiting any unnecessary sharing or use of the identity of
the constituent where possible, and limiting the number of individuals who are viewing the personal
information to those who are necessaty to the process of responding to the constituent’s request for
assistance to his or her MHA. Furthermore, the OIPC is available to review or provide consultation
on the privacy implications of any such draft policy at your request. We ask that you respond to this
letter and recommendation within 30 days.

Yours truly,

Rodney S. Hynes
Research and Policy Development Specialist

cc. Ms. Gerry Rogers, MHA



